Amazon SNS (Simple Notification Service)
Master File

Amazon SNS — 20-Question Master
Framework

1. Introduction to Amazon SNS and Its Core Architectural Purpose

(What SNS is, why it exists, and where it fits in AWS messaging architecture.)

2. Deep-Dive into SNS Internal Architecture and Control/Data Plane
Workflows

(Internal components, message routers, protocol adaptors, regional isolation, publish pipelines.)

3. Understanding SNS Topics, Topic Types, and Namespace
Organization

(Regular topics, FIFO topics, naming, global vs regional scope, lifecycle, quotas.)

4. Exploring SNS Message Delivery Models and Notification
Semantics

(Pub/Sub model, fan-out, push vs pull differences, behavior of multiple subscribers.)

5. SNS Delivery Protocols and How Each Protocol Works Internally

(HTTP/S, SQS, Lambda, Email, SMS, Kinesis Data Firehose, mobile push mechanisms.)

6. SNS Message Structure, Attributes, Metadata, and Advanced
Payload Handling

(Message attributes, JSON payloads, structured notification formats, large message patterns.)

7. SNS Message Filtering Mechanism and Attribute-Based Routing
Internals

(How message filters work, filter policies, policy matching engine, cross-protocol effects.)

8. SNS FIFO Topics and Ordered-Delivery Architecture

(Exactly-once semantics, message groups, deduplication, throughput constraints.)
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9. Cross-Account and Cross-Region SNS Architecture for Enterprise
Systems

(Topic policy, subscriber access, multi-account routing, EventBridge vs SNS comparisons.)

10. Security Deep Dive: Authentication, Authorization, IAM, and
Access Controls

(IAM roles, topic policies, VPC endpoints, private subscriptions, least privilege.)

11. SNS Encryption: At-Rest (KMS) and In-Transit Cryptography
Models

(How encryption is applied, key management, CMK rotation, KMS-per-topic strategy.)

12. Reliability, Durability, and High-Availability Architecture of SNS

(Regional HA model, redundancy layers, publisher durability guarantees.)

13. SNS Delivery Retries, Backoff Logic, Redelivery Strategies, and
Failure Handling

(HTTP retries, SQS behaviors, DLQs, exponential backoff, retry policies.)

14. Scaling and High-Throughput Distribution Patterns with SNS

(Scaling fan-out, millions of subscribers, horizontal publish scaling, partitioned flows.)

15. Monitoring SNS with CloudWatch, CloudTrail, Metrics, Logs, and
Tracing Models

(Per-protocol metrics, message delivery status logs, CloudTrail integration.)

16. SNS Integration Patterns with Lambda, SQS, EventBridge, Kinesis,
and Mobile Push

(Architectural combinations, microservices patterns, event pipelines, hybrid models.)

17. Cost Optimization Strategies for SNS at Enterprise Scale

(Cost behavior of protocols, reducing SMS/HTTP costs, batching, Firehose vs SNS.)

18. Governance, Compliance, Auditing, and Enterprise-Security
Controls for SNS

(Org-wide policies, SCPs, encryption requirements, monitoring subscriptions.)
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19. Consolidated End-to-End Architecture Diagram and Deep
Narrative Explanation

(Megadiagram combining architecture, protocols, flow, security, encryption, reliability.)

20. SNS Misconceptions, Anti-Patterns, Architecture Pitfalls, and
How to Avoid Them

(Wrong protocol choices, filtering mistakes, misusing FIFO, retry misconfigurations.)

1. Introduction to Amazon SNS and Its Core
Architectural Purpose

1 — What Amazon SNS is in one precise, architectural sentence

Amazon Simple Notification Service (Amazon SNS) is a fully managed, highly available publish-subscribe
(pub/sub) messaging service that takes messages from publishers and reliably fans them out in near real
time to many different subscriber endpoints (SQS, Lambda, HTTP/S, email, SMS, mobile push, Firehose, and
others). (AWS Documentation)

In other words, SNS sits in the center of an event-driven system as a broadcast hub. We publish a message
once to a topic (a logical channel), and SNS takes responsibility for deliverability, protocol adaptation, fan-
out, retry, and basic filtering, and it guarantees that all confirmed subscribers that match the filter policy will
see the message (subject to each protocol's semantics). This means our producers do not need any knowledge
of who the consumers are, what protocol they speak, or how many of them exist.

2 — Why SNS exists: the problem it solves in modern architectures

In a modern cloud system, we rarely have a single monolithic application. Instead, we have dozens or
hundreds of microservices, analytics pipelines, alerting systems, external integrations, and mobile frontends.
If every producer tried to call every consumer directly, we would end up with:

e Adense web of point-to-point integrations, where every time we add another consumer or change a
consumer protocol, we must modify publishers.

e Tight temporal coupling, because the producer must wait on every consumer to respond.

e Increased blast radius from failures: one slow or failing consumer can directly impact the producer’s
performance or availability.

SNS exists to remove this coupling. It introduces a middle layer: we publish to an SNS topic, and that topic
fans the message out to all subscribers. The producer only knows “I publish to Topic X". Subscribers can
come and go, change protocols, or increase and decrease in number, and the publisher doesn't have to
change. This greatly reduces integration complexity and makes our architecture more flexible, evolvable, and
resilient. (Amazon Web Services, Inc.)

3 — Core message flow: publisher — topic — protocol fan-out — endpoint

At a high level, the core SNS message flow looks like this:
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e The publisher sends a message (with optional attributes and metadata) to a topic identified by an ARN
(Amazon Resource Name).

e SNS, as a regional managed service, receives the publish request, validates it, persists and sequences

it according to the topic type (standard vs FIFO), and then drives protocol-specific fan-out to each
subscription. (AWS Documentation)

e Each subscription represents a binding between the topic and a protocol endpoint (for example, an
SQS queue ARN, a Lambda function ARN, an HTTPS URL, a phone number, or a mobile device token).

e SNS then executes delivery logic per protocol (for example, enqueue for SQS, invoke for Lambda,
POST for HTTPS, or hand off to SMS/mobile push systems).

This diagram is conceptual but matches how AWS explains SNS in the developer guide and features pages: a
central topic with multiple fan-out subscribers. (AWS Documentation)

4 — SNS in the AWS messaging and integration ecosystem
To understand SNS's purpose clearly, we must position it among its main neighbors:

e Amazon SQS is a queue service designed for pull-based, point-to-point or competing-consumer
patterns, where one or more workers pull messages at their own pace. SQS is about buffering and
decoupled work queues. SNS is about broadcast notifications and fan-out. SQS stores messages
until processed; SNS primarily focuses on push delivery. (AWS Documentation)

e AWS Lambda is a compute service. SNS can call Lambda functions directly, but SNS itself doesn't run
business logic; it just triggers them.

e Amazon EventBridge is an event bus that specializes in event routing, schema, and rich rule-based
addressing across services and SaaS, whereas SNS is lighter-weight, focused on topic-based pub/sub
with simple attribute filtering and lots of endpoints like SMS and email.

e Kinesis Data Streams / Firehose are streaming and delivery services used for ordered streams and
analytics pipelines; SNS can fan out into Firehose to deliver messages to S3, Redshift, etc., but it is not
a log-structured streaming system itself. (Amazon Web Services, Inc.)
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In a typical architecture, SNS often sits between event sources (like S3 events, application events, or
CloudWatch alarms) and downstream systems (like SQS, Lambda, HTTP endpoints, SMS, email, or analytics
pipelines).

5 — The conceptual building blocks of SNS (without yet going into internals)

At the conceptual level, we can describe SNS with a small set of primitives that we will keep referring to
throughout the master file:
1. Topic
o A named channel where publishers send messages and subscribers register to receive them.

o |[tis regional, has an ARN, and encapsulates configuration: type (standard vs FIFO), encryption,
access control, delivery policies, archiving, and sometimes tracing. (AWS Documentation)

2. Publisher (Producer)

o Any application, service, or AWS component that calls the Publish API on a topic (or uses
SDKs/CLI/console to do so).

o Publishers only need permissions to publish and don't know or care which subscribers exist.
3. Subscription
o A binding between a topic and an endpoint.

o Each subscription specifies a protocol (SQS, Lambda, HTTP/S, email, SMS, Firehose, mobile push,
etc.), the endpoint address (queue ARN, Lambda ARN, URL, phone number), optional filter
policy, optional raw delivery flag, and optional delivery policy (for retries). (Amazon Web
Services, Inc.)

4. Endpoint

o The actual destination that receives messages. For SQS, it's the queue; for Lambda, the function;
for SMS, the phone number; for email, the email address; for HTTP/S, the URL.

5. Message
o The payload plus metadata. In SNS this includes:
= Body (string or JSON).
= Subject (optional label).
= Message attributes (key-value metadata with type information).

m System metadata: message ID, timestamp, topic ARN, etc. (AWS Documentation)

Once we grasp these building blocks, all higher-level features (filtering, encryption, cross-account access, large-
scale fan-out, archiving, replay) become easier to reason about.

6 — Typical real-world use cases that define SNS’s “sweet spot”

To really understand SNS's purpose, we need to see where AWS expects it to shine in real architectures. From
AWS docs and reference architectures, we find common patterns: (AWS Documentation)

1. Fan-out from one event source to many downstream processors

o Example: An e-commerce application publishes an “OrderPlaced” event to an SNS topic.
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o Subscriptions: one SQS queue for billing, another SQS queue for fulfillment, a Lambda function
for real-time analytics, and a Firehose delivery stream for long-term archiving to S3.

o SNS ensures all these consumers receive the same event in parallel, without the publisher
knowing anything about them.
2. End-user notifications (SMS, email, mobile push)

o Example: An application publishes an alert to an SNS topic; subscribers are SMS endpoints and
email addresses.

o SNS handles global SMS delivery, opt-out, spending limits, and mobile push through
platform applications. (AWS Documentation)

3. System and operations alerts

o CloudWatch alarms, Auto Scaling events, or other AWS services publish to SNS topics that deliver
notifications to teams via email/SMS, or to incident management systems via HTTPS. (AWS
Documentation)

4. Bridging internal events to external partners

o An SNS topic might have some internal SQS/Lambda subscribers and one HTTPS endpoint
subscriber that points to a partner’s webhook.

o SNS's retry and delivery policies ensure robust delivery even when the external HTTP system is
temporarily slow or down.

5. Multi-tenant or multi-account event distribution

o A central account publishes events to an SNS topic; other accounts subscribe with cross-account
SQS queues or Lambda functions using topic policies and IAM.

o This is key in large organizations and Control Tower / multi-account setups where events
must be replicated to many accounts consistently. (AWS Documentation)

7 — The high-level reliability and durability model at the intro level

Even before doing a deep reliability chapter, it is important to know what promises SNS makes from day one:

e High availability: SNS is a regional, multi-Availability Zone service, designed such that the failure of
a single AZ doesn't make the service unavailable in that Region. (Amazon Web Services, Inc.)

e Durable storage of messages during processing: Published messages are durably stored across
multiple AZs while SNS is attempting delivery. SNS is not merely a “pass-through” system; it persists the
message until it can be processed or until retry rules are exhausted (depending on protocol).

o Best-effort vs at-least-once semantics:

o Standard topics provide at-least-once delivery and best-effort ordering; duplicates can occur,
and ordering is not guaranteed.

o FIFO topics are used when we require strict ordering and exactly-once processing (paired with
FIFO SQS or appropriate endpoints), at lower throughput and with additional constraints. (AWS
Documentation)

This means that when we design systems around SNS, we must treat consumers as idempotent (able to
handle possible duplicates) unless we deliberately use FIFO topics with the appropriate patterns.
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8 — The role of SNS in decoupled, event-driven architecture (EDA)

In event-driven architectures, events are the primary way parts of the system communicate. Instead of a
billing service calling a shipping service directly, it emits an event (“InvoiceGenerated”), and any interested
consumer reacts to that event. SNS is one of AWS's primary tools for implementing this style.

Conceptually we can imagine an EDA built around SNS like this:

Peccossosossossssosmoos + Peccososossossosossesnos +
| Event Producers | | Event Hub (SNS) |
|  CApps, AwS Services) | | Multiple SNS Topics |
S dmmm - + e e +

I I
| PubTish Structured Events |

Y v
[Topic: orders] [Topic: SecurityEvents] [Topic: Audit]
| | I
+-———-—- - + +-——--—- - + +-———-- +-———-—- +
| sQs (Billing) | | Lambda (SIEM) | | Firehose->S3 |
| sQs (Shipping) | | sQs (Alerts) | | (Archive) |
Fom - + Fom - + Fommmm - +

e Each topic represents a major event domain (orders, security events, audit logs, etc.).
e Multiple services publish to the same topic, and multiple distinct pipelines subscribe to it.

e SNSis effectively acting as an event bus with multiple channel types, though EventBridge might
complement or replace SNS for cross-service routing and external Saas integration. (Amazon Web
Services, Inc.)

This positioning is key: SNS doesn't just fire off notifications; it becomes a central backbone of asynchronous
communication in many AWS-native systems.

9 — Where SNS is not a good fit (intro perspective)
To properly understand SNS's purpose, we must also know where it is not intended to be the primary solution:

1. Long-lived, ordered, replayable event logs

o If we need long-term retention, fine-grained replay, and partitioned ordering at high
throughput, services like Kinesis Data Streams or Kafka on MSK are better fits. SNS now
supports FIFO topics with message archiving and replay as an additional capability, but its
primary persona is still “notification and fan-out” rather than a general-purpose event log. (AWS_
Documentation)

2. Direct request/response RPC

o SNSis asynchronous and one-way. If we require synchronous responses, we would typically use
API Gateway + Lambda, AppSync, or direct HTTP calls rather than SNS.

3. Heavy per-subscriber transformation logic

o While SNS does support message attributes and filtering, it doesn't perform heavy
transformation per subscriber. For complex transformations, we might put Lambda, Step
Functions, or other processing components downstream of SNS.
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Understanding these boundaries helps ensure we use SNS exactly for what it is optimized for: high-fan-out,
decoupled, asynchronous notifications and events.

10 — How SNS's design choices influence everything else in this master file
The themes we just introduced will echo through all later questions:

e Because SNS is pub/sub, topics and subscriptions become our fundamental design tools. Question 3
and 5 will go deep into topic types and protocols.

e Because it is multi-protocol, we will need to study how it adapts messages to SQS, Lambda, HTTP/S,
SMS, email, Firehose, and mobile push in Question 5 and later integration questions. (Amazon Web
Services, Inc.)

e Because it supports message attributes and filtering, Question 7 will dive into how attribute-based
filtering lets us avoid creating dozens of topics for every use case.

e Because it adds FIFO, encryption, archiving, replay, and cross-account access, we will explore
reliability, security, and governance in Questions 8, 10, 11, 12, 13, 18.

e Because itis a core EDA component, Questions 14, 16, 17, 19, and 20 will emphasize scaling,
integrations, cost, mega-architecture, and common pitfalls.

In summary, Amazon SNS is the central, fully managed notification and event fan-out hub for a huge
range of AWS-native applications. It's optimized for simple producer APIs, massive subscriber fan-out,
multiple delivery protocols, reliability across AZs, and flexible filtering and security control. Everything
else in this master file is going to be a detailed expansion of this core purpose.

2. Deep-Dive into SNS Internal Architecture
and Control/Data Plane Workflows

1 — High-level regional architecture: how SNS is actually built inside a Region

When we zoom inside an AWS Region and look at SNS, we can conceptually split it into a few internal layers. At
the outer edge we have API front-ends that receive all SDK/CLI/console calls (CreateTopic, Subscribe, Publish,
etc.). Behind those front-ends we have two major logical “planes”: the control plane and the data plane. The
control plane is responsible for managing configuration and metadata: topics, subscriptions, attributes,
access policies, encryption settings, delivery policies, and so on. The data plane is responsible for processing
and delivering messages: taking publish requests, persisting the message, and performing fan-out to all
endpoints with retries. Under both planes sits a durable, multi-AZ replicated metadata and message store
plus a fleet of delivery workers that actually perform protocol-specific sends (to SQS, Lambda, HTTP/S, SMS,
email, mobile push, Firehose, etc.).

We can visualize this conceptual regional architecture as follows:

e AWS Region: us-east-1 -—-------—-—-——-————————————— +
I I
| +--—--—— + e + |
| | API Front Ends | | Auth & Throttling | |
| | (HTTPS endpoints) [-=---- >| (Sigv4, IAM checks) | |
I |
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I

|

| R e e e + Prccossssossossssosnos + |
| | Control Plane | | Data Plane | |
| | (Topics/Subs) | |  (Publish/Fan-out) |

| e e feosossa + e R e + |
I I | I
| - - + - +-— - + |
| | Metadata Catalog | | Message Store |

| | (Topics, Subs, Attrs) | | (Durable, multi-Az) |
| - - + - +-— - + |
I I I I
I v v I
| e + e e e E e + |
| | Policy Engine | | Protocol Delivery workers |

| |  (IAM + Topic |---->| (SQS, Lambda, HTTP, SMS, |--> Endpoints |
| | Policies) | | Email, Push, Firehose) |

| T e e e + R e + |
I I
e e e e +

This diagram is conceptual but very important: every operation we discuss next will travel through these layers
in some way. The control plane manipulates the metadata catalog and policies. The data plane manipulates

the message store and drives delivery workers. Both planes are protected by the auth & throttling layer at
the front.

2 — The SNS control plane: lifecycle of topics and subscriptions

The SNS control plane is responsible for defining and evolving the structure of our messaging system. When
we call CreateTopic, SNS routes that request to the control plane. The control plane authenticates the user
(using SigV4 and IAM), authorizes the action, and then writes a new topic record into the internal metadata
catalog. That record includes the topic ARN, type (standard or FIFO), attributes (display name, delivery policies,
encryption configuration, archival/replay settings where supported), and a reference to topic-level IAM policies.
This catalog is replicated across multiple Availability Zones, so losing a single AZ does not lose topic
definitions.

Similarly, when we call Subscribe, the control plane creates a subscription record associated with that topic.
The subscription record stores: the protocol type, the endpoint address (queue ARN, Lambda ARN, HTTPS URL,
phone number, email address, mobile token, Firehose stream ARN, etc.), any filter policy JSON, the raw
message delivery flag, DLQ or redrive settings (for supported integrations), and delivery policies (like
maximum retry duration or backoff hints). For protocols that require confirmation (like HTTP/S, email), the
initial subscription state is “PendingConfirmation” and only transitions to “Confirmed” after the endpoint
proves ownership.

Control plane operations also handle SetTopicAttributes, SetSubscriptionAttributes, DeleteTopic,
Unsubscribe, and policy updates. Architecturally, all of these operations are metadata writes to the catalog
plus some internal background processes that propagate changes to caches in the data plane and delivery
workers. This is why there can be small delays before a new subscription or changed filter policy is fully
effective across the whole regional fleet: the metadata is very quickly but not necessarily instantly reflected in
every worker.



3 — Control plane workflow: topic and subscription creation sequence

To make the control plane concrete, let's walk through a typical topic + HTTP subscription creation flow as a
sequence diagram.

Client (SDK/Console) SNS API FE control Plane Metadata Store HTTP
Endpoint

| |
1. CreateTopic() |

| | 2. Authz/IAM

| |eeeemeemeceassa= >| 3. Create rec | |

| | R >| (Topic record) |

| | | | |

| [<-—------—-—- | 4. Topic ARN | |
5. Topic ARN <—=-=--=-—--—-——-—--—- | | | |

| | | | |
6. Subscribe(Topic ARN, HTTP) | | | |

|~ >| | | |

| | 7. Authz/IAM | | |

| R >| 8. Sub record | |

| | |omeemeccmsmasas >| (PendingConfirm) |

| | | | |

| | 9. Generate | | |

| | token | |

| | semmmmescsesccmssccasscoammssemescomanesasesess > | |

| | 10. confirm URL with token

| | | | |

|

I

|

|

I

| I | |
13. Subscription ARN <-----—-—-- | | | | |

In words: when we create a topic or subscription, the request hits the API front-end, passes IAM-based
authorization, and lands in the control plane, which writes records into the metadata store. For protocols
that require confirmation, the control plane also generates a confirmation token and sends a special
message to the endpoint (HTTP/S, email, etc.). When the endpoint calls ConfirmSubscription with that token,
the control plane flips the subscription state to Confirmed in the metadata store.

4 — The SNS data plane: publish request path and internal routing

The data plane is activated when a client calls Publish (or any variant like PublishBatch where supported). The
call again lands on the API front-end, passes authentication and authorization, and is then routed to the data
plane service responsible for that topic’'s messages. The data plane first loads the topic metadata from the
metadata catalog (often served from a hot cache) to determine topic type (standard vs FIFO), encryption
settings, and the list of active subscriptions, including filter policies, protocol types, and endpoint details.



Next, the data plane constructs an internal message object containing the body, attributes, system metadata
(message ID, timestamp, topic ARN, optional deduplication ID and group ID for FIFO topics), and some delivery-
tracking state. That message object is written into a durable, replicated message store (abstracted as a
distributed log or storage system inside SNS). This ensures that even if a node fails or an Availability Zone
becomes unavailable, the message is not lost.

Once the message is durably stored, the data plane triggers a fan-out scheduler that processes the set of
subscriptions for that topic. This scheduler evaluates filter policies (where configured) and for each matching
subscription creates one or more delivery tasks that are queued to protocol-specific delivery workers.
Those workers are independent fleets that know how to talk to SQS, Lambda, HTTP/S, SMS providers, email
systems, mobile push systems, and Firehose delivery streams.

5 — Data plane workflow: end-to-end message publish and fan-out

We can capture the data plane message flow with a simplified sequence diagram:

Client Publisher SNS API FE Data Plane Metadata Store Message
Store Delivery Wworkers Endpoints

| |
1. Publish(Topic ARN, msg) | | | |

|- mm oo > | | |
I I

| | 2. Authz/IAM | [ |
I I

| | -mmmmmm oo > | |
I I

| I | 3. Load topic | |
I I

| | | -mmmmm oo > |
I I

| | |gememeemesessassas | (Topic + subs) |
I I

I | | 4. Build message | |
I I

| | | 5. write msg | |
I I

| | | =mmmmmm oo > |
I I

| | | | 6. Durable |
I I

| | | | replication |
I I

[ | |<-------—-- - | 7. Ack |
I I

| |@emmmmeceeesmsna= | 8. Ack to client | |

9. Message ID <----------=--—-~- [ | [ |

| | | 10. Fan-out: find matching subs



(Delivery tasks) | |

11. Tasks -> workers| |

———————— >| 12. Send to SQS/.. |

An important detail: once the message is durably written and acknowledged, the publisher receives a success

response (with a Messageld). The actual fan-out and delivery to subscribers happens asynchronously in the

background. This decouples publisher latency from the number of subscribers and their responsiveness.

6 — Protocol-specific delivery workers and their internal behavior

Each subscription is bound to a protocol. That protocol determines which internal delivery worker fleet will
handle it and which delivery semantics apply. Conceptually we can group them like this:

SQS worker Fleet
Lambda worker Fleet
HTTP/S Worker Fleet

SMS Worker Fleet
Mobile Push worker Fleet

I I
I I
I I
| Email worker Fleet |
I I
I I
I I

Firehose worker Fleet

For each subscription:

e The fan-out engine hands a delivery task to the correct worker. The task includes the message

contents, attributes, subscription attributes (filter policy evaluation result, raw delivery flag), and the

endpoint address.

e The worker then performs the protocol-specific action:

[e]

o

For SQS, it uses the SQS internal APl to enqueue a message in the target queue.
For Lambda, it invokes the Lambda function asynchronously with the message as the event.

For HTTP/S, it issues an HTTP POST to the configured URL with SNS's standard JSON envelope (or
raw message).

For SMS, it talks to AWS's SMS backend to send a text message.
For Email, it uses the underlying email infrastructure.
For mobile push, it interacts with platform application configuration to deliver to APNS, FCM, etc.

For Firehose, it hands batches of messages to the Firehose stream.



Each worker also implements protocol-specific retry logic and error handling. For example, HTTP workers
have exponential backoff and a maximum time window, SQS workers largely rely on SQS durability (the
“delivery” is basically enqueueing, not consumption), while Lambda workers integrate with Lambda’s own retry

policies and DLQ/redrive options.

7 — Message filtering: how it is applied inside the delivery pipeline

Message filtering is not just a cosmetic feature; it is part of the fan-out decision logic in the data plane. Each
subscription can have a filter policy: a JSON document describing conditions on message attributes (for

example, eventType = "orderplaced" and region IN ["us-east-1","eu-west-1"]).

When the data plane has persisted a message and is ready to fan-out, it performs the following simplified
steps for each subscription:
e |Load the subscription record with its filter policy (often cached in memory).

e Evaluate the filter policy against the message attributes using SNS's matching rules (string matching,
numeric ranges, prefix matching, existence checks, anything-but, etc.).

e |f the filter policy matches (or if no filter policy is defined), create a delivery task for that subscription.

e |fit does not match, no delivery task is created for that subscription — the subscriber does not see

the message at all.

We can visualize the filter evaluation step like this:

| Message Attributes |
| (eventType, region...) |

B f-———m - +
I
o - e +
I I I
v v v
Fo—— - + Fom - + B e +
| Sub A | | Sub B | | Sub C |
| Policy 1 | | Policy 2 | | No Policy |
| MATCHES | | NO MATCH | | ALWAYS |
fom - + e + Fom - +
I I I
v X v
Delivery Task (No delivery) Delivery Task

This means SNS can support logical fan-out within a single topic, avoiding the need to create separate topics

for every event type.

8 — FIFO topic internals: ordering, deduplication, and throughput control



For FIFO topics, the data plane needs additional structures to maintain strict ordering and exactly-once
processing semantics (when combined with compatible endpoints, typically FIFO SQS queues). Internally, SNS
associates each published message with:

e A Message Group ID, which defines the ordering group. All messages with the same group ID are kept
in strict order relative to each other.

e An optional Deduplication ID, which allows SNS to detect duplicates within a certain deduplication
window and discard repeated messages (while still acknowledging the publish call).

The message store for FIFO topics can be thought of as a set of ordered partitions, one per message group
ID. The fan-out logic ensures that for a given group, messages are processed in sequence, and delivery
workers do not deliver message N+1 before N has been successfully delivered or conclusively failed according
to the service's rules.

There is also throughput control for FIFO topics: we cannot achieve the same raw throughput as standard
topics, especially if we have few message group IDs. SNS manages internal locks or tokens per group to
respect FIFO semantics; this is why AWS usually recommends using many message groups when high
throughput and ordering are both required.

Conceptually:

FIFO Topic

| Group A: M1 -> M2 -> M3 -> M4 -> ... (ordered) |
| Group B: N1 -> N2 -> N3 -> ...
| Group C: P1L -> P2 -> ...

worker A worker B worker C
(handles Group A)(handles Group B) (Group C)

Each group is fed to workers in order; deduplication logic prevents re-processing of duplicated messages with
the same deduplication ID within the configured window.

9 — Message durability, redundancy, and internal storage behavior

The SNS message store itself is implemented as a durable, replicated system across multiple Availability
Zones. Although AWS doesn’t expose the exact storage implementation, conceptually we can think of it like a
multi-AZ, log-structured storage layer. When a message is written, it is replicated to multiple underlying
storage nodes across AZs before the data plane returns an acknowledgment to the publisher.

This design gives SNS several guarantees:
e |oss of a single storage node does not lose messages because replicas hold the same data.

e |oss of asingle AZ does not lose messages because at least one replica exists in a different AZ.

e Recovery processes can replay the stored messages or delivery tasks if a worker fails mid-delivery.



Messages are not stored forever: SNS retains them long enough to perform fan-out and delivery attempts,

and for advanced features like message archiving and replay (for supported configurations) the service may
maintain an additional storage layer where messages are kept for a configured retention window and indexed
for replay. Architecturally, this is often conceptualized as hot delivery storage plus optional archive storage

for replay and compliance scenarios.

10 — Retry engines, delivery policies, and internal failure handling

Inside the delivery workers, SNS runs retry engines that manage redelivery attempts when something goes
wrong. For example, if an HTTP endpoint returns a 5xx error or times out, the HTTP worker will schedule a
retry after a short delay, then a longer delay, using an exponential backoff pattern up to a maximum
duration defined by SNS defaults or by a per-subscription delivery policy.

For some protocols:

e SQS: Once SNS successfully enqueues the message into SQS, it considers the delivery to that
subscription complete. The reliability of consumption is then the responsibility of the SQS consumer
and queue configuration.

e Lambda: SNS invokes the Lambda function asynchronously. Lambda itself has its own retry and DLQ
mechanics; SNS mainly tracks whether the invocation request was accepted. In some advanced
configurations, SNS can be linked to a redrive policy that sends undeliverable messages to a DLQ
(dead-letter queue) (typically an SQS queue) for further investigation.

e HTTP/S: SNS uses its own retry schedule. If all retries fail within the allowed window, SNS marks the
delivery as failed for that endpoint and can optionally send the failed message to a DLQ if configured.

Architecturally, every delivery worker maintains per-subscription state that tracks the next scheduled
attempt, number of attempts so far, and whether the message has been successfully delivered or permanently
failed. A retry scheduler periodically scans pending tasks and pushes due ones back into the worker’s active

queue.

We can picture this failure-handling loop like this:

e T e +
| Delivery Task (HTTP) |
fommmm - fommmmmm— o +
|
%
B e e e e e +
| HTTP worker |
| send POST |
fmmmm o it +
|
fommm o m oo oo m oo +
| |
% v
2XX success 5xx / Timeout
| |
% v
Mark delivered Prccossoscosessans +

| Retry Engine |
| (backoff, max |



B it N +
|
o o m - +
| I
v v
Next attempt scheduled Max retries exceeded
| I
v v
Back to HTTP worker DLQ / Mark failed

11 — How security, IAM, and topic policies are injected into workflows

Security decisions are handled by a combination of IAM and topic/subscription resource policies. At the
start of both control-plane and data-plane operations, the API front-end and the control/data plane
components consult the policy engine:

e For control plane actions (CreateTopic, Subscribe, SetTopicAttributes, etc.), the policy engine evaluates
IAM permissions for the caller plus any service control policies (SCPs) in AWS Organizations.

e For data plane actions (Publish), the policy engine evaluates IAM plus the topic policy, which may allow
or deny publishes from specific accounts, roles, or services.

Internally, this means that before the control plane writes to the metadata store or the data plane writes
messages to the store, there is a policy evaluation step. If the decision is “deny,” the operation stops right
there. If the decision is “allow,” the operation proceeds. This policy engine is a shared component used by both
planes and must be highly cached and optimized, because every request flows through it.

12 — End-to-end architecture example: application publishes to SNS, fan-out to SQS and HTTP

To tie all of this together, let's walk through a complete scenario: an application publishes an order event, and
SNS fans it out to an SQS queue (for background processing) and an HTTP endpoint (for partner integration).

ooosooosoassoeosos + 1.PubTish Iroooscoossoosceosceosnooo +
| order Service [ -===mm - > | SNS API Front End
| (Publisher) | e e e +
s drooocsosas +
|
13. SQS consumer \%
processes order L L L L +

Data Plane
fommmm - fmmm - +

3. Load metadata

| Metadata & Message |
| store (multi-Az) |
4o fomm - +

5. Create delivery tasks for:



- SQS subscription
- HTTP subscription

I

|

I

| e e e e e +----= Iroccrossoossoosooooos +

| I I |

I v \Y Vv

| Seooscoossos + dreomoscoossos + - +
| | sQs worker| | HTTP worker |

[ +----- +-——-- + +--—-- +--=-- + | |
I I I I I
| 6. Send to SQS Queue 7. POST to HTTP endpoint |

I I I I I
| v v I I
| - - + Fo—m - + | |
| |  saQs | | Partner API | |

| |  Queue | | Endpoint | |

| Seoomcemeses + S + dmm—mm - +

Step narration:

e The Order Service calls publish with the order event.
e SNS's API front-end authenticates and authorizes the request, then hands it to the data plane.

e The data plane loads the topic metadata, including two confirmed subscriptions: one SQS queue and
one HTTP endpoint, each with their filter policies. Both policies match this event, so both subscriptions
are selected.

e The data plane writes the message to the message store, ensuring multi-AZ durability. Once written,
SNS returns Messageld to the Order Service, which continues with its work.

e |n the background, the fan-out module creates two delivery tasks: one for the SQS worker, one for the
HTTP worker.

e The SQS worker calls internal SQS APIs to enqueue the message in the target queue. SQS now
guarantees its own durability and eventual delivery to SQS consumers.

e The HTTP worker sends an HTTP POST to the partner endpoint, with retries if needed. If the endpoint
fails too many times, SNS will mark the delivery as failed and possibly send the failed message to a DLQ
if configured.

This full flow shows how SNS's control plane (earlier, when we created topic/subscriptions) and data plane
(now, during publish and delivery) collaborate to implement a robust pub/sub system.

3. Understanding SNS Topics, Topic Types, and
Namespace Organization

1 — What an SNS Topic actually is inside the architecture

An SNS Topic is the fundamental communication channel inside Amazon SNS. Internally, a topic is a metadata
object inside the SNS control plane that represents:

e Alogical broadcast channel that publishers send messages to.
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e Afan-out hub that manages a set of subscriptions.

e A policy-protected resource that defines who can publish, who can subscribe, and which accounts or
services may interact with it.

e A container of topic attributes, including type (Standard or FIFO), KMS encryption settings, display
name, delivery policies, archival settings, tags, and message retention (only in archive/replay contexts).

When the topic is created, SNS stores a durable topic record in its multi-AZ metadata catalog, and this record
becomes the authoritative source for all later publish and subscription operations. Each topic has an ARN that
acts as the globally unique identity for all further API calls.

2 — Topic ARNs and how SNS uses them as routing and identity primitives

An SNS topic is always identified using an Amazon Resource Name. The ARN embeds region, account, topic
name, and for FIFO topics the “*.fifo” suffix.

Example for a Standard topic:

arn:aws:sns:us-east-1:123456789012:0rderEvents

Example for a FIFO topic:

arn:aws:sns:us-east-1:123456789012:0rderEvents.fifo

This ARN is:

e The identity used for Publish() calls.
e The identity used for Subscribe() calls.
e The identity used by the policy engine for access control.

e The identity used by the data plane, which stores and retrieves metadata and binds subscriptions to
this ARN.

Internally, SNS treats the ARN as a routing pointer: all publish traffic tagged with this ARN is routed to the
internal data-plane partition responsible for that topic.

3 — The SNS Topic Namespace Model: per-Region, per-Account isolation

SNS is a regional service. A topic exists strictly inside its AWS Region; it cannot be global across regions. This
gives SNS clear boundaries:

e Topics in us-east-1 are distinct from topics with the same name in ap-south-1.

e Topics in Account A are completely isolated from topics of the same name in Account B, unless cross-
account policies explicitly allow access.

e Topic names must be unique within the same Region + Account.

We can visualize the namespace isolation like this:



AWS Global
I

+-- Region us-east-1
[ +-- Account 111111111111

[ | +-- Topic: OrderEvents

[ | +-- Topic: InventoryAlerts.fifo
| |

| +-- Account 222222222222

| +-- Topic: OrderEvents

| +-- Topic: AuditLogs

I

+-- Region eu-west-1
+-- Account 111111111111
+-- Topic: OrderEvents
+-- Topic: SecurityEvents

Even if multiple topics share the same name, they are never the same topic unless their ARNs match exactly.

4 — Standard Topics: high-throughput, at-least-once, best-effort ordering
Standard topics are the original and most widely used SNS topic type. They provide:

e At-least-once delivery to each matching subscription.

e Best-effort ordering, meaning SNS tries to preserve publish order but does not guarantee that
subscribers will receive messages in the exact order published.

e Virtually unlimited throughput, because SNS can horizontally scale its fan-out workers without
serializing message groups.

e Low latency, because Standard topics do not enforce ordering constraints or deduplication windows.

Internally, Standard topics use a sharded partition model, where each publish request may be processed by
a different internal worker partition. This is what enables the extremely high fan-out rate—SNS distributes
workload across many workers.

Conceptual view:

Standard Topic Internals

| Partition A | Partition B | Partition C | Partition D ... |

(Parallel processing; no strict ordering guarantees)

5 — FIFO Topics: ordering, deduplication, and exactly-once semantics
FIFO topics provide guarantees that Standard topics do not:

e Strict ordering within a single message group.



e Exactly-once processing (when paired with FIFO SQS or compatible endpoints).

e Deduplication using MessageGroupId and optional MessageDeduplicationid.

e Lower throughput, because ordering and deduplication logic require sequential processing for each
message group.

FIFO topics are implemented using ordered partitions, each representing a message group. SNS maintains
internal locks and delivery sequencing for each group.

Conceptual diagram:

FIFO Topic Internal Grouping

| Message Group A | Message Group B | Group C ... |
| A1 -> A2 -> A3 | Bl -> B2 -> B3 | c1 ->c2 ... |

(Per-group strict sequence; cross-group parallelism)

SNS strongly recommends increasing message group diversity if high throughput is required. A FIFO topic
with only one message group processes messages much more slowly than a Standard topic.

6 — Topic attributes and their architectural implications

Every topic has a set of attributes stored in the metadata catalog. These attributes shape how SNS behaves
once messages start flowing. Key attributes include:

e DisplayName — A label used mainly for SMS and email representations.

e DeliveryPolicy — Custom retry and backoff logic for HTTP/S.

e KmsMasterKeyld — Specifies customer-managed KMS keys for server-side encryption.
e Tracing — Enables X-Ray active tracing for publish requests.

e Tags — Used for billing, governance, and organization-wide resource management.

e FIFO-specific attributes — Content-based deduplication, message group enforcement.

e Archive/Replay settings (where enabled) — Defines retention and indexing of archived messages.

The metadata catalog stores all these attributes, and data-plane workers load them from cached lookups
during publish operations.

7 — Topic policies and access control structure

SNS topics use resource-based policies similar to S3 bucket policies. These policies define:
e Who may publish to the topic.
e Who may subscribe to the topic.
e Which AWS services may send events to the topic.

e Whether cross-account or cross-region interactions are allowed.

SNS evaluates topic policies before processing any publish or subscription request. This ensures that message
flow is controlled at the perimeter of the topic.



A high-level internal diagram for access control:

| Policy Evaluation |
| IAM + Topic Policy |

L EL e dmm———— - +
|
Allow ------ +--—-—- Deny
|
%

Proceed to control/
data plane

This makes the topic the security boundary for message publication.

8 — Topic lifecycle: creation, configuration, deletion
A topic's lifecycle consists of several stages:

e Creation
o Control plane validates IAM permissions.
o Metadata catalog stores a new topic record.
o Anew ARN is generated and returned.
e Configuration
o Adding subscriptions.
o Setting attributes like encryption, retry policies, archival options.
o Attaching or modifying topic policies.
e Operational Use
o Publish operations route through the data plane.
o Subscriptions fan out messages to endpoints.
o Monitoring via CloudWatch metrics.
e Deletion
o Control plane marks topic for deletion.

o All subscriptions are removed.



o Metadata entries are deleted.

o Data plane stops accepting publishes.

Topics cannot be partially deleted; removal is all-or-nothing.

9 — SNS Topic as a multi-protocol fan-out hub

A critical architectural concept is that the topic itself is protocol-agnostic. SNS does not embed any
knowledge of “how” a subscriber receives messages within the topic. It merely stores which protocol each
subscription uses.

This separation allows a single topic to simultaneously broadcast to:

e SQS queues

e |ambda functions

e HTTP/S webhooks

e SMS numbers

e Email addresses

e Mobile push notification services
e Kinesis Firehose streams

e (ross-account endpoints

Diagrammatically:

SNS Topic (ARN)
/ I \
/ I \
SQS Queue Lambda HTTPS
I I I

worker A worker B worker C
\ | /
\ I /

Multiple Protocol Fan-out

This abstraction is foundational: the topic handles who should see a message, and the protocol workers
handle how the message gets there.

10 — Topic organization strategies in real architectures
Large systems often must design a topic strategy. Common approaches include:

e Domain-based topics
o Example: orderevents, PaymentEvents, InventoryEvents, UserLifecycleEvents.
o Each domain aggregates multiple event types using message attributes + filtering.

e Event-type topics (less common now due to filtering)

o Example: orderplacedTopic, ordercCancelledTopic, etc.



o This increases the number of topics but reduces filtering logic.
e Tenant-isolated topics (multi-tenant SaaS)

o Example: TenantA-EventBus, TenantB-EventBus .

o Stronger security and isolation guarantees.

e Environment-separated topics

o Example: Dev-Orderevents, QA-OrderEvents, Prod-OrderEvents.

o Ensures strict testing/deployment gates.

SNS fully supports all of these because topic creation is lightweight and not cost-prohibitive
11 — Topic naming patterns and recommended conventions

AWS best practice is to use names that encode environment + domain + purpose. Examples:
[ ]

prod-order-events

e prod-payment-events.fifo

e audit-log-stream

® ecommerce-user-events

For FIFO topics, the .fifo suffix is mandatory and enforced.

Naming conventions matter because SNS topics appear in IAM policies, monitoring dashboards, cross-account
references, and architectural documentation.

12 — Visual model of topic + subscription + endpoint relationships

et +
| SNS Topic |
| (orderEvents) |
mmmmmmm i m o e e +
|
| | | |
Y% % v Y%
e e e e T + mmmmm - + mmmm - + o+
| Subscription A |

| Subscription B | | Subscription C |
| Protocol: sQs | |

| Subscription D |
Protocol:HTTP | |

Protocol:Lambda| | Protocol:Email)|
R it et I it +  Am—--——-- R it +  Am—————-- et +
| | | |
Y% % Y %
R e T + R e e e + e T + R e e +
| SQS Queue | | HTTPS API | | Lambda Func | | Email Target|
fommmmmmm - + Fomm—mmm + +

Each subscription is a binding object linking:

e Topic — Protocol — Endpoint — Filter — Delivery Policy.



The topic itself does not care about endpoint types; it only tracks subscription metadata.

13 — Topic scalability and partitioning behavior
SNS is designed to scale to millions of messages per second for Standard topics. This is achieved by:

e Horizontal scaling of data-plane partitions.
e Decoupling of message ingestion from fan-out.

e Parallel protocol worker fleets.

Internally, the topic metadata defines the existence of the topic, but does not limit throughput. Scaling is
automatic and based on internal load-balancing algorithms that distribute publish traffic across many
ingestion nodes.

FIFO topics scale differently because they maintain per-group order. SNS dynamically allocates worker slots
per group, but throughput is inherently bounded by ordering requirements.

14 — Topic deletion and cleanup details

Deleting a topic triggers:

The immediate unavailability of the topic for publishing.

Cleanup of all attached subscription records.

Cleanup of pending delivery tasks once their metadata is removed.

Removal from internal caches across worker fleets.

SNS performs a multi-phase deletion, ensuring the metadata catalog and internal caches converge across the
regional fleet.

15 — Summary conceptual diagram for the entire Topic system

Topic ARN |
Topic Type (Standard/FIFO) |
Attributes: Encryption, Delivery Policies, Tags, etc. [

Resource Policy (who can publish/subscribe) |
Subscriptions:
| sQS Subscription | | HTTP Subscription |
| - Filter Policy | | - Filter Policy

| |

| - Endpoint Queue | - Endpoint URL

|
Fan-out to Protocol workers - SQS | Lambda | HTTP | Email | SMS|



This fully captures the role of topics as the foundation of SNS fan-out, controlling namespace, configuration,
filtering, and multi-protocol distribution.

4. Exploring SNS Message Delivery Models and
Notification Semantics

1 — The fundamental SNS delivery paradigm: Push-Based, Event-Driven Fan-Out

At its core, Amazon SNS implements a push-based publish-subscribe delivery model. Unlike pull-based
queues (such as SQS) where consumers poll for messages, SNS actively pushes every published message to
all subscribed endpoints that match filtering rules. This design eliminates the need for consumer polling,
reduces latency, and allows SNS to scale horizontally to deliver millions of notifications per second.

This push model is part of the reason SNS is used for:

e System-wide event broadcasts

e Mobile push and SMS/Email alerts
e Multi-subscriber integrations

e Real-time webhook distribution

e High-fan-out event propagation to microservices

To ground this concept visually:
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2 — Standard Topic Delivery Semantics: At-Least-Once, Best-Effort Ordering
For Standard Topics, SNS provides the following semantics:
e At-Least-Once Delivery
SNS will attempt to deliver every message to every matching subscription at least once.

Duplicate deliveries can occur, especially during retries or transient failures.
e Best-Effort Ordering
SNS does not guarantee strict order in which subscribers receive messages.
Messages may arrive out of order even if they were published in sequence.
e High Throughput and Low Latency

Standard topics scale horizontally across many ingestion workers, allowing extremely high fan-out
throughput.



Conceptually:

Publish order: M1 > M2 - M3
Subscriber May Receive: M1 - M3 - M2

Because of these semantics, downstream consumers — especially those using SQS or Lambda — typically
implement idempotency to safely handle duplicates.

3 — FIFO Topics Delivery Semantics: Strict Ordering and Exactly-Once Processing
FIFO (First-In-First-Out) topics provide very different delivery guarantees compared to Standard topics:
e Strict Ordering within Message Groups
Messages with the same MessageGroupId are delivered in the exact order they were published.
e Exactly-Once Delivery (when paired with FIFO SQS or other compatible endpoints)
SNS ensures deduplication through MessagebeduplicationId or content-based deduplication.
e Consistent, Serialized Flow for a Group
SNS ensures that no message n+1 is fan-out delivered until message n is confirmed for that group.
e Lower Maximum Throughput
Because FIFO topics enforce order, they cannot shard as widely as Standard topics.

Visual model:

Group: A Al -> A2 -> A3 (strict order)
Group: B Bl -> B2 -> B3
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4 — Multi-Protocol Fan-Out: SNS as a Distribution Hub

SNS is unique among AWS messaging services because it can deliver messages to heterogeneous endpoints:
e Amazon SQS queues
e AWS Lambda functions
e HTTP/S Webhooks




e Email endpoints

e SMS recipients

e Mobile push (APNS/FCM/etc.)

e Kinesis Data Firehose delivery streams

e (ross-account SQS/Lambda endpoints

SNS acts like a protocol-agnostic event router. It takes one published message and routes it through many
protocol-specific delivery fleets.

Diagrammatically:

e it +
Publisher ----—————--- > | SNS Topic |
ettt R ittt +
I
| | | |
v v v v
SQS Queue Lambda Function HTTPS Endpoint Mobile/sSMS

Each delivery path has its own retry, timeout, and error-handling semantics. SNS maps the abstract notification
into the correct protocol format.

5 — Delivery Workflow Breakdown: How SNS Sends a Single Message to Many Endpoints
When a message is published:

1. SNS stores the message durably.

2. SNS loads all subscriptions for the topic.

3. SNS evaluates filter policies to determine which subscribers match.
4. SNS enqueues delivery tasks for each matching subscription.

5. Protocol-specific delivery workers perform the actual sends.

6. Retry logic is applied where necessary.

The end result is a parallel, distributed fan-out pipeline, not a linear one.

6 — Message Fan-Out is Decoupled from Publisher Latency
One of the most important SNS behaviors is that fan-out and delivery happen asynchronously:

e After SNS durably stores the message, it returns success to the publisher.
e Delivery continues in the background across multiple worker fleets.

e Subscribers do not affect publisher performance.

This decoupling is what gives SNS its massive scalability and resilience.



7 — HTTP/S Delivery Semantics: Push + Retries + Failure Handling
HTTP/S subscriptions have the most complex lifecycle:
e SNS POSTs a JSON envelope to the endpoint.
e |f the endpoint is down, slow, or returns a 5xx code, SNS retries with exponential backoff.
e After the retry window expires, SNS may:
o Drop the message
o OrpushittoaDLQ (SQS) if configured
HTTP/S endpoints must support:

e Subscription confirmation
e Message signing validation

e High uptime to avoid redelivery storms

8 — SQS Delivery Semantics: Durable, Buffered, Decoupled Consumption
SQS is the most common SNS subscriber.
SNS — SQS behavior:

e Delivery is durable and transactional.
e Assoon as the message lands in SQS, SNS considers the delivery successful.

e SQS consumers control visibility timeout, redrive policies, batching, etc.

This pairing enables highly reliable EDA (event-driven architecture) pipelines.
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9 — Lambda Delivery Semantics: Event-Trigger Model

SNS can invoke a Lambda function directly:
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e SNS's role ends once Lambda accepts the invocation.

This creates near-real-time reaction pipelines such as alerts, ETL triggers, or microservice orchestration.

10 — Email, SMS, and Mobile Push Semantics
Unlike SQS/Lambda/HTTP, these protocols deliver messages to human endpoints:

e Email uses AWS's internal email infrastructure.
e SMS uses AWS's global SMS routing network.
e Mobile Push uses APNS/FCM platform applications.

These are best-effort channels because recipients may block, filter, or disable them. SNS handles throttling,
opt-out, and carrier limitations.

11 — Raw vs Structured JSON Delivery Semantics
SNS can deliver messages in two formats:

e Structured SNS JSON Envelope (default)
Contains metadata like Subject, Timestamp, Messageld, TopicArn, etc.
e Raw Message Delivery

The message body is delivered exactly as published, without SNS wrapping.

Raw delivery is commonly used with Lambda or HTTP integrations where envelope data is not needed.

12 — Filter-Based Selective Delivery Semantics
Message filtering allows SNS to deliver only the relevant subset of messages to each subscription.

Example filter policy:

"eventType": ["OrderPTlaced", "ordercCancelled"],
"region": ["us-east-1", "eu-west-1"]

Filtering enables:

e Fewer topics
e (lean event domains

e Efficient multi-subscriber pipelines

Diagrammatically:

Message ---> SNS Topic ---> Filter Engine ---> Only Matching Subs



13 — Cross-Account Delivery Semantics

SNS supports cross-account publish and subscribe using:
e Topic policies
e |AM trust configurations

e Subscriber confirmation tokens

This allows enterprise event buses to propagate across multi-account architectures.

Amazon
SQS

Application

Amazon SNS

Amazon
SQS
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14 — Delivery Guarantees Summary Table

Topic Type Ordering Deduplication Delivery Guarantee Throughput
Standard Best-effort No At-least-once Very High
FIFO Strict Yes Exactly-once (compatible endpoints) Moderate

15 — End-to-End Visual: Complete SNS Delivery Pipeline

PubTisher

\%
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5. SNS Delivery Protocols and How Each
Protocol Works Internally

(Full 70x depth, long-form paragraphs, multi-layer diagrams, and embedded image groups where useful — beginning
now.)

1 — Overview: Why SNS Needs Multiple Protocols and How
They Fit into the Architecture

SNS is a multi-protocol fan-out system, meaning a single SNS topic can deliver one published message to
many different endpoint technologies, each using its own protocol. SNS does not merely “send a message”; it
translates, adapts, and dispatches messages through purpose-built delivery engines, each optimized for a
particular downstream system.

SNS supports the following delivery protocols:

e Amazon SQS (high reliability, queue-based consumption)

AWS Lambda (serverless event handling)

HTTP/S Webhooks (integration to external systems)

Email (notifications to human recipients)

SMS (mobile text notifications)
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e Cross-account SQS/Lambda/HTTP endpoints

Mobile Push (APNS, FCM, ADM, etc.)

Application endpoints (mobile apps)

Kinesis Data Firehose (stream-to-S3/Redshift/ElasticSearch)

Each protocol is implemented via its own delivery worker fleet within SNS.

Embedded visual references:

SNS's architecture is intentionally modular so that the addition of one protocol (e.g., Firehose) does not impact
the behavior or performance of others (e.g., HTTP).
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2 — Internal Pipeline: How SNS Chooses the Protocol
Engine After Publish

Once a publish request arrives and SNS stores the message durably, it performs:

1. Metadata lookup

2. Subscription enumeration
3. Filter policy evaluation

4. Delivery task creation

5. Protocol worker selection

Diagram:
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SNS determines the endpoint protocol from each subscription and routes the message to the correct worker
fleet.

3 — SQS Protocol: Reliable, Durable, Guaranteed Delivery

SNS — SQS is the most reliable integration pattern across AWS.

Internal behavior

e SNS performs a direct internal enqueue operation into the SQS queue.
e Once SQS acknowledges the enqueue, SNS marks the delivery as successful.
e There are no further retries required, because SQS guarantees durability.

e The consuming application reads messages from SQS independently.

Advantages

e End-to-end durability
e No HTTP failures
e No consumer downtime issues

e Natural buffering

Diagram:
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When used

Distributed microservice systems

Event-driven pipelines

High throughput ingestion

Decoupled architectures
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4 — Lambda Protocol: Serverless Execution Triggered
Directly

SNS triggers Lambda asynchronously.

Internal behavior

e SNS passes the message to the Lambda async invoke API.
e |ambda accepts or rejects the event.
e Once Lambda accepts, SNS considers delivery successful.

e |ambda performs its own retries and DLQ routing separately.

Key details

e SNS does not retry Lambda itself — Lambda'’s async engine handles retries.

e SNSincludes attributes in the event payload (Messageld, TopicArn, Attributes).

Flow:

SNS Topic -> Lambda worker Fleet -> Lambda Invoke API -> Lambda Function

Uses

Real-time compute

ETL triggers

Analytics

Event processing

5 — HTTP/S Protocol: High-Control, High-Failure-Risk
Integration

HTTP/S endpoints are common for integrating SNS with external systems.

Internal behavior

SNS POSTs a standardized JSON envelope to the URL.

Endpoint must return 200 ok to acknowledge delivery.

On failure SNS retries using exponential backoff.

After max retries, message may be sent to DLQ (if configured).
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SNS Envelope Example

{
"Type": "Notification",
"MessageId": "abcd-1234",
"TopicArn": "arn:aws:sns:us-east-1:123:Topic",
"Message": "Hello world",
"Timestamp": "2025-11-25T12:00:00.000z",
"Signatureversion": "1",

}

Challenges

e Slow/failed endpoints cause retry storms
e Requires public HTTPS or VPC endpoint integrations

e Must verify SNS signature

Embedded visual:

An app sends a An AP| Gateway An AP| Gateway triggers a function that
webhook, HTTP Api receives sends a message to SNS and returns
i.e., Stripe or Slack the request status 200 with an empty body

Your app can subscribe to the
SNS topic in the background and
process webhook events

Your
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6 — Email Protocol: Human-Friendly But Lower Reliability

SNS can deliver messages via Email and Email-JSON.

How it works internally

e SNS hands the message to AWS's internal email infrastructure.
e Email systems add SMTP headers, formatting, and deliver through global mail relays.

e Delivery is best-effort due to spam filters, client-side blocking, etc.
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Good for

e Quick administrative alerts

e Non-critical human notifications

7 — SMS Protocol: Carrier-Level Delivery via AWS SMS

Platform

SNS integrates directly with the AWS Mobile Messaging backend.

Internal behavior

e SNS forwards the message to global SMS carrier networks.
e Opt-out rules, per-country restrictions, spending limits apply.

e Very fast and globally distributed delivery.

Good for

e Urgent alerts
e OTP codes

e Qutage notifications

v ‘

rAyiyd Direct publish

—— A ——
Amazon SNS Publish text messages — AWS End User Messaging
You can send SMS messages —
to millions of users through

a topic or directly to SNS topic
their devices ‘



af://n1022
af://n1029
af://n1031
af://n1039

Application-to-application (A2A)

subscribers

e e T 1

:

i

. /—\

: o0 N

‘ \_/

'

1

} Amazon SQS Amazon 53

;

i

' -
|

. /) i

AWS Lambda Amazon Redshift

—— il

Amazon OpenSearch Service

Service
providers

Publishers @

Amazon SNS

Datadog, New Relic,
MongoDB, Splunk, and more

Application-to-person (A2P)
subscribers

Embedded reference:

8 — Mobile Push Protocol: APNS, FCM, ADM, Baidu, etc.

SNS supports complex mobile push architecture via Platform Applications.

Internal operation

e SNS does not directly communicate with mobile devices.
e SNS -> Platform Application -> APNS/FCM -> Device token.

e Token-based routing and per-device throttling apply.

Diagram:

SNS Topic -> Mobile Push worker -> APNS/FCM -> Device
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Used for:

e App alerts
e In-app notifications

e Mobile event distribution

9 — Firehose Protocol: Stream-to-Storage Delivery

SNS can deliver messages to Kinesis Data Firehose, which can then write:

e S3
e Redshift
e QOpenSearch

e Splunk endpoints

Internal behavior
e SNS batches messages before passing to Firehose.
e Firehose handles compression, buffering, retries, and final storage.

This integration is great for analytics pipelines and audit logging.

10 — Cross-Account Protocol Handling

SNS supports:

e (Cross-account SQS
e (Cross-account Lambda
e (Cross-account HTTPS

e (ross-account mobile endpoints
Mechanisms include:

e Topic policies

e VPC endpoint policies

e |AM role assumptions

e Subscription confirmation tokens

Embedded reference:
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11 — Per-Protocol Retry + Error Semantics Summary

Protocol Retry Model

SQS None needed

Lambda Lambda internal

HTTP/S SNS exponential
backoff

Email SMTP retries

Who Owns Retries

SNS — SQS atomic
enqueue

Lambda service

SNS

Email infra

Failure Behavior

Guaranteed
durable

Lambda DLQ /
failure

DLQ optional

Best effort

Notes

Most reliable

Fastest

Most failures

Human
endpoint
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Protocol

SMS

Mobile
Push

Firehose

Retry Model

Carrier retries

Platform-specific

Firehose buffers

Who Owns Retries Failure Behavior
SMS backend Best effort
APNS/FCM Tokens expire
) Retries + S3
Firehose
backup

Notes

Global limits

Highly variable

Analytics-
grade

12 — Master Diagram: Complete Multi-Protocol SNS
Delivery System
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6. SNS Message Structure, Attributes,

Metadata, and Advanced Payload Handling

(Full 70x depth, long-form paragraphs, 70% text + 30% diagrams + embedded image groups.)

1 — What an SNS Message Actually Is: A Multi-Layered
Data Object

An SNS message is far more than a string. Internally, SNS models each message as a compound structured

object consisting of:

e Message Body

The main content the publisher wants to send.

e Message Attributes

Key-value metadata fields used for filtering, routing, and subscriber-side logic.

e System Metadata
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Automatically generated fields such as Messageld, Timestamp, TopicArn.

e Protocol Adaptation Layer Fields

Fields that differ depending on whether the message will be delivered to SQS, Lambda, HTTP, SMS, etc.

This layered structure allows SNS to act as a universal event envelope, capable of being mapped to multiple

delivery formats.

Embedded reference:

LY AWS Cloud EventType =
Dl I | q Poll-based
AWS SQS
Amazon SQS Queue Notification
A’::S’Jgf:;e EventType =
H Poll-based
) oI
—S
Client AWS SQS
o Order Acknowledgment
Application API| Gateway Microservice Amazon SNS Amazon SQS Queue Inventory
REST =
M EventType =
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AWS SQS
Amazon SQS Queue Shipment
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R
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,/ “ERP-Integration” “ERP-System”
td
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EC2 instance SNS topic SN SQS queue EC2 instance
“Car-Dealer-System” “Car-Sales” N “CRM-Integration” “CRM-System”
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“SCM-System”

Subscription attribute FilterPolicy set

Subscription attribute RawMessageDelivery set

\\‘ Subscription attribute DeliveryPolicy set




Application-to-application (A2A)
subscribers

Amazon 53

N

AWS Lambda

— 3

Amazon Redshift

Amazon OpenSearch Service

Service
providers

Publishers @

Amazon SNS

Datadog, New Relic,
MongoDB, Splunk, and more

Application-to-person (A2P)
subscribers

2 — Message Body: The Core Payload Layer

The Message field is the publisher-supplied payload. SNS treats it as an opaque string, meaning SNS does not
parse or interpret it.

It can contain:
e |SON
e XML

e CSV

Text logs

Base64-encoded binary data

AWS recommends using structured JSON for EDA architectures because:
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JSON enables versioning

JSON is filter-friendly

JSON is easier for Lambda/SQS consumers

JSON integrates well with schema registries

Example message body:

{
"eventType": "Orderplaced",
"orderid": "ORD-98731",
"amount": 129.99,
"region": "us-east-1"

}

SNS neither validates nor transforms this body (except when using message templates or mobile push
structures).

3 — Message Attributes: The Metadata Fuel for Filtering
and Routing

Message attributes are the heart of SNS filtering. Each attribute is defined by:
e Name
e Value
e Type (“String”, “Number”, or “Binary")

SNS uses these attributes for:

e Filtering subscribers

e (Creating category-based routing

e (Conveying classification metadata

e Security/auditing metadata

e Message transformation in subscribers
e Multi-tenant routing patterns

e Versioning and schema evolution

Example attributes during Publish:

{
"eventType": {
"DataType": "String",
"Stringvalue": "OrderpPlaced"
e

"priority": {
"DataType": "Number",
"Stringvalue": "10"
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5

"tenantId": {
"DataType": "String",
"Stringvalue": "tenant-042"

SNS stores these attributes as part of the durable message record for the fan-out phase.

4 — System Metadata Automatically Added by SNS

SNS attaches several system-generated metadata fields, which help consumers understand message context.

Key system fields

e Messageld
Unique UUID assigned per publish.
e Timestamp
Message creation time.
e TopicArn
The originating topic identifier.
e Signature & SigningCertURL (HTTP deliveries)
For validating authenticity.
e UnsubscribeURL (HTTP/S email deliveries)
For consumer-controlled removal.

Embedded reference:

System metadata is injected by SNS after the message is persisted internally and before it is sent to
subscribers.

5 — The SNS Internal Message Record

Before delivery, SNS stores a fully enriched message object with:
e Raw body
e Message attributes
e System metadata
e Subscription fan-out metadata
e FIFO fields (Group ID, Dedup ID)

e Encryption envelope data (if using KMS)

Conceptual internal structure:


af://n1251
af://n1253
af://n1273

SNS Internal Message Record

MessageBody: Raw string
Attributes:

eventType: "OrderPlaced"

priority: "10"
SystemMetadata:

MessageId: uuid

Timestamp: t

TopicArn: arn
FIFOFields:

GroupId, DedupId (if FIFO)

SNS uses this record to generate different output formats depending on endpoint protocol.

6 — Protocol-Specific Message Transformations

Each delivery protocol receives the message in a protocol-optimized format.

SQS Delivery Format

SQS receives:

e Message body (raw)
e Message attributes
e SNS system attributes

e Full message structure inside the SQS message envelope

Diagram:

SQS Message
Body: SNS.RawMessage
Attributes:

- SenderId

- Approximates
MessageAttributes:

- eventType

- priority
SNS Metadata in body

Lambda Delivery Format

Lambda receives:

e AJSON event generated by SNS

e Flattened attributes
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e Full metadata context

HTTP/S Delivery Format

Endpoints receive:

e SNS Notification JSON envelope
e Signature for authenticity

e Optional raw delivery

SMS Delivery Format

SMS receives a text-only trimmed message body.

Mobile Push Delivery Format

Mobile apps receive structured payloads:

{

"aps": { "alert": "Hello", "sound": "default" }

SNS maps message attributes to the correct platform (APNS/FCM).

7 — Advanced Payload Handling: Large Messages and
Message Offloading
SNS has limits:
e Maximum message size: 256 KB
To exceed this, AWS recommends the S3 Payload Offloading Pattern:

1. Upload the large payload to S3

2. Publish an SNS message containing:
o S3 bucket
o S3key
o Optional metadata

Consumers then fetch the payload directly from S3.

Diagram:
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Large Payload - S3
I

%
SNS Message - Subscribers

I
v
Subscribers retrieve S3 payload

8 — FIFO-Specific Payload Constraints

FIFO topics require:

e MessageGroupld
Required for ordering.
e MessageDeduplicationld (optional)

SNS uses this field to suppress duplicates.

SNS may also compute a content-based deduplication hash if enabled.

9 — Encryption and the Message Envelope

When encryption-at-rest is enabled:

e SNS uses KMS to encrypt message bodies and attributes.
e SNS stores encrypted blobs in its message store.

e During delivery, SNS decrypts information and re-encrypts as required by the protocol.

Diagram:

PubTlisher -» SNS - Encrypt via KMS - Store - Decrypt - Deliver

10 — Message Filtering Engine and Attribute Matching

Filtering is performed using the message attributes, not the body.
Supported filters:

e Exact match

e Prefix match

e Numeric comparison
e Anything-but match
e Existence match

e Boolean intersection
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Diagram:

Message Attributes

v
Filter Engine

I
Match / No Match

I
Delivery or Skip

Embedded reference:
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11 — Message Serialization and Encoding Internals

Depending on protocol, SNS uses:

e UTF-8 string for HTTP/S
e JSON object for Lambda
e Binary-safe attributes for SQS

e Baseb64 for binary data

SNS also canonicalizes numeric attributes.

12 — End-to-End Diagram: Complete SNS Message Lifecycle

PubTisher

Internal Message 0Obj

I |
| - Body |
| - Attributes |
| - Metadata |
| - FIFO fields |
e +

I

v
e +

|---> SQS Formatter ----> SQS

|---> Lambda Formatter -> Lambda

| ---> HTTP Formatter ---> Webhooks
|---> SMS Formatter ----> Carrier
|---> Email Formatter --> SMTP

| ---> Push Formatter ---> FCM/APNS
|---> Firehose --------- > S3/Redshift

7. SNS Message Filtering Mechanism and
Attribute-Based Routing Internals
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1 — Why SNS Message Filtering Exists and What Problem It
Solves

SNS originally required one topic per event type, which caused:

e Too many topics

e Complex IAM policies

e Difficult multi-subscriber routing
e Messy event taxonomies

e Duplicate subscriptions everywhere
Message filtering was introduced to eliminate topic explosion.

Filtering allows one SNS topic to carry many event types, while each subscriber chooses which subset it
wants — without the publisher needing to know anything about routing rules.

Embedded reference:

This makes SNS far more scalable and cleaner for event-driven architectures.
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2 — Where Filtering Happens Internally (Deep Architecture
Explanation)

Filtering happens in the SNS data plane, after the message is stored and before delivery tasks are created.
Flow:

1. Publisher sends message + attributes

2. SNS stores the message

3. SNS enumerates all subscriptions

4. SNS loads each subscription’s filter policy

5. SNS matches attributes against the policies

6. SNS creates delivery tasks only for matched subscriptions

Diagram:

Published Message

%
e +
| SNS Data Plane |
e LT R +

|

%
it et e +

MATCH NO MATCH

I I
Delivery Task Created Subscriber Skipped
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Filtering prevents unnecessary delivery attempts, improving scalability and reducing costs.

3 — The Structure of a Filter Policy (SNS’s Internal
Matching Model)

A filter policy is a JSON document defining conditions on message attributes only (not body).

Example:

"eventType": ["OrderPlaced", "OrdercCancelled"],
"priority": [{ "numeric": [">", 5] }],

"source": [{ "prefix": "api/" }],

"tenantid": [{ "anything-but": ["tenant-abc"] }]

SNS supports six matching primitives:
1. Exact match — string or number
2. Prefix match — for hierarchical values
3. Numeric comparison — >, >=, <, <=
4. Anything-but — exclusion filters
5. Exists — attribute presence checks

6. Boolean array OR logic — any condition passing makes the filter match

SNS implements these via an internal JSON-evaluation engine.

4 — How SNS Applies Boolean Logic: AND Between
Attributes, OR Within Them
Important rule:

e All attributes in a filter policy must match (logical AND)

e Within each attribute, any rule may match (logical OR)

Example:
{
"event": ["Place", "cancel"],
"region": ["us-east-1", "us-west-2"]
3

Message must satisfy:
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(event == "Place" OR "Cancel™)
AND
(region == "us-east-1" OR "us-west-2")

This model is simple but extremely powerful for routing high-level business events.

5 — Internal Evaluation Flow with Multi-Subscription
Scenarios

In a real topic, many subscribers might exist:

Topic: OrderEvents
Subscribers:
- Billing sQs (filter: eventType = OrderPlaced)
- Analytics Lambda (filter: priority > 5)
- Audit Firehose (no filter - receives all)
- Partner HTTP (filter: tenantId = tenant-42)

SNS's evaluator processes each subscription:

Message: eventType="OrderPlaced", priority=10, tenantId="tenant-42"

Evaluation table:

Subscriber Filter Match? Result
Billing SQS YES Deliver
Analytics Lambda YES Deliver
Audit Firehose Always match Deliver
Partner HTTP YES Deliver

All receive the message.

Another message:

eventType="Refund", priority=3, tenantId="tenant-77"

Evaluation:

Subscriber Match?

Billing SQS NO
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Subscriber Match?

Analytics Lambda NO
Audit Firehose YES
Partner HTTP NO

Only Audit Firehose receives it.

Diagram:

SNS Topic
I

frocooonooooono0 frooocoonoooooos +

| I |
LSS S LSS T fpooomos S S HIGESSS S ISEEESS S +
| Billing sSQS | | Analytics | | Audit |
| Filter A | | Filter B | | No Filter |
S T qrromooooooooos G S +

| | |
MATCH / SKIP MATCH / SKIP ALWAYS MATCH

6 — Message Attributes Are the Only Input to Filtering

SNS does not examine the message body during filtering.
Filtering uses:

e Attribute names

e Attribute values

e Attribute existence

e Attribute types (String/Number/Binary)
This is intentional to keep filtering:

e Fast

e Deterministic

e Cached

e Consistent across protocols

It also encourages proper event design.
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7 — Real-World Attribute Design Patterns

Pattern 1 — Event Type Routing

"eventType": "InventoryLow"

Used for microservices.

Pattern 2 — Priority Routing

"priority": 9

Helps send urgent events to SMS or Ops.

Pattern 3 — Tenant Isolation (SaaS)

"tenantId": "t-499"

Each subscriber gets filtered events per tenant.

Pattern 4 — Source Routing

"source": "api/orders"

Used to distinguish API-triggered vs backend-triggered events.

Embedded reference:

__________________________________________

SFTP access

AWS Transfer for SFTP

AWS Lambda Amazon Kinesis
-File writer- Data Firehose

Amazon S3

___________________________________________

@ Publish

Apps

Amazon SQS
-Webhook- -

Custom event fork pipeline

HTTP POST

AWS Lambda
Webhook handler-

Customers /
partners with
AWS accounts

Customers /
partners

without AWS
accounts
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Web

’ Auto policy

/ process
Upload . /
Mobile document /

N - Payload Filter
Insurance 3 205 for auto-policy
D ~—* registration | > E- = — !
app N\
vy S3Events @ Payload Filter
Insurance topic \.,,\.for home-policy

Live Agent documents 0
bucket s N\

\ Home policy
") ‘ process

8 — Filter Policy Evaluation Example (Deep Step-by-Step
Walkthrough)

Message attributes:

{
"type": "Orderplaced",
"priority": 7,
"region": "eu-west-1"
}

Subscriber filter policy:

{
"type": ["OrderPlaced", "Refund"],
"priority": [{ "numeric": [">=", 5] }],
"region": [{ "anything-but": ["ap-south-1"] }]
}

SNS evaluates:

e type — matches "OrderPlaced" — TRUE
e priority »7>=5— TRUE

e region — "eu-west-1"is NOT "ap-south-1" — TRUE

Result: deliver.

9 — Performance Characteristics of Filtering

SNS optimizes filtering at scale using:

e In-memory caches of subscription policies
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Indexed comparison models
Lightweight numeric parsing
Prefix-tree evaluation for prefix types

Hash-maps for exact matches

This lets SNS evaluate millions of messages per second even with thousands of subscribers.

10 — Architectural Diagram: Full Filtering Pipeline

Publisher

I

v
e R L L e e T +
| SNS Message Store |
ettt +

I

v
ettt +
| Subscription Iterator |
e e P e +

I

v
e e P e +
|  FiTter Evaluation |
| - Exact match |
| - Numeric rules |
| - Prefix rules |
| - Anything-but |
| - Exists |
B +

I

e e e T B +

Create Delivery Task

NO MATCH
I

Y
Skip Subscription

11 — Topic vs Attribute Routing: Design Comparison

Feature

Number of topics

Complexity

Ope

rational overhead

Separate Topics
Many
High

Large

Single Topic + Filters
Few
Very low

Minimal
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Feature Separate Topics Single Topic + Filters

Cross-subscriber routing Difficult Easy
Multi-tenant Complex Ideal
Fan-out cost High Lower
IAM complexity High Lower

Filtering is now the officially recommended approach from AWS for large EDA systems.

12 — Special Cases: Empty Policies, Empty Attributes, and
Missing Keys

Empty policy

Subscriber receives all messages.

Missing attribute

If an attribute required by the filter is missing — no match.

Empty attribute value

SNS treats empty string as a valid value.

Binary attributes

Filter values must be base64-encoded.

13 — Filter Failure Effect: Subscriber Never Sees the
Message

SNS does not log filtered-out messages by default.
Only subscribers that match see the message.
If observability is required:

e Use CloudWatch Logs for HTTP/S failures
e Use Firehose audit streams

e Use separate logging subscribers

But filtering itself does not count as an error.
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14 — Advanced Patterns Using Filters

Pattern: Multiplexed Event Bus

One SNS topic = multiple event types:

e Order events
e Payment events
e Delivery events

* Inve ntory events

Each subscriber picks what it needs.

Pattern: Role-Based Subscription

Ops, Finance, Security teams receive different subsets.

Pattern: Multi-Tenant SaaS Routing

One topic for all tenants, each tenant's subscriber sees only its messages.

Embedded reference:

sl AWS account

I X . I
: I 1 !
A- EH. B
| I ' !
| I I '—)‘
Tenant 1 1 gl | !
| Amazon Elastic | ! Amazon Elastic | 1 Amazon Elastic
' Compute Cloud | 1 Compute Cloud | ! Compute Cloud
: (Amazon EC2) | N (Amazon EC2) : ! (Amazon EC2)
— : Lo NN
i PoralWeb | | Application i : CPaaS API
Temant 2 i Application : 1 Backend | | Manager
! I I ! |
: Lo |
— | o o
| i i 1 I
i . o
Tenant N i X ! Lo
| I 1 ' H
________________ I ]

Configuration Set

Amazon Simple Email
Service (Amazon SES)

B

Amazon Simple Notification
Service (Amazon SNS)

B

Amazon CloudWatch

Amazon Relational
Database Service
(Amazon RDS)
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Source %Rj(/) Sign-up &R ‘ SaaS -
application & application

Tenant Amazon Cognito

API Keys /

Usage Plans Amazon API Gateway

Lambda Authorizer

Application services

Tenant 1

Product [ Product Product

EN N

15 — Final Summary Diagram

SNS Topic

| Message |
| + Attributes |

MATCH SUB A MATCH SUB B NO MATCH (DROP)

Filtering is central to scalable SNS architectures.

AWS STS

&

Logging &
Metrics

SaaS provider

& G

Amazon CloudFront & S3

Shared services

Tenant Tenant
Registration | management

NN NE

Tenant User
provisioning l management

INE ] NE

8. SNS FIFO Topics and Ordered-Delivery

Architecture
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1 — Why FIFO Topics Were Introduced: The Problem They

Solve

Standard SNS topics are built for massive scale, high fan-out, and low latency, but they do not guarantee
ordering or deduplication.

Many enterprise workloads require:

e Strong ordering

e Exactly-once delivery

e Strict event sequencing

e |dempotent pipelines without duplicate suppression logic

e Deterministic processing for financial, billing, or ledger events

Therefore, AWS added SNS FIFO Topics, which extend SNS to become an ordered pub/sub system.

Embedded reference:

FIFO topics maintain ordering through message groups, deduplication, and tightly controlled fan-out

sequencing.

Messages are strictly ordered, using SNS FIFO and SQS FIFO

AWS Lambda
PricePublisherFunction

m2 ml
m2  mi =
== ke =®
Amazon 5QS FIFO AWS Lambda
WholesaleQueue.fifo WholesaleSubscriberFunction
m2 ml m2 ml m2 ml
@ S S [ 1I1<]+ =®
Amazon SNS FIFO Amazon 5QS FIFO AWS Lambda
PriceUpdatesTopic fifo RetailQueue.fifo RetailSubscriberFunction
ml m2
m2 m

X<

Amazon SQS Standard
AnalyticsQueue

-~ >|4=E E=®

AWS Lambda
AnalyticsSubscriberFunction
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Amazon Simple
Notification Service

L3N
oo

Amazon Simple
Queue Service

AWS Lambda

Amazon DynamoDB Amazon Aurora

Sl SRR
Iﬂ' & Ordered
FIFO Queue Lambda updates  Customers
EIEIH function Table
Messages FIFO Topic
123
NI
m @ Ordered .
FIFO Queue Lambda updates  Loyalty
function Database
S N & £}
o-»n-:o “
G & ) Y %
Amazon Simple Amazon Simple AWS Lambda Amazon DynamoDB Amazon Aurora
y
Notification Service Queue Service
i 0y
FIFO Queue Ordered
Lambda updates  Customers
HEIEI : function Table
Messages FIFO Topic
1,23 ...
Gl N
- @/ Ordered
FIFO Queue Lambda updates  Loyalty
function Database

2 — The FIFO Internal Architecture: Ordered Partitions and

Sequencing Locks

SNS FIFO topics are built around ordered partitions, each representing a MessageGroupld.

Every FIFO message must include:

e MessageGroupId (required)

® MessageDeduplicationId (optional)

SNS uses these fields to place each message in the correct group partition, and then ensures strict in-order

fan-out per group.

Internal structure:
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FIFO Topic Internal Model

Group A | Al - A2 - A3 - A4 > A5 (strict order)
Group B | B1 » B2 - B3 (strict order)
Group C | C1 - C2 (strict order)

Parallel across groups, sequential within each group

SNS allocates sequencing locks to each group so that:
e One worker processes only one message from the group at a time
e A group cannot advance until the previous message is handled

e No cross-group serialization occurs (groups run in parallel)

3 — How SNS FIFO Guarantees Ordering Across Multiple
Subscribers

FIFO topics ensure that all subscribers receive messages in the same order per message group.
When SNS fans out messages, it:

1. Loads the message's partition (group).
2. Retrieves the next expected sequence for that group.

3. Ensures the delivery worker sends message N only after message N-1 has been delivered (or

conclusively failed).

4. Blocks advancement within that group until acknowledgment is reached for that delivery attempt.

Diagram:
Group A: Al - A2 - A3
| | |
Subscriber 1 --->| | |
Subscriber 2 --->| | |

SNS ensures S1 and S2 both receive Al, A2, A3 1in identical order.

This makes FIFO SNS fit for:

e Financial transactions

Ledger events

Inventory updates

Order pipelines

Single-threaded business flows
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4 — Deduplication Engine: Exactly-Once Guarantee (Paired
with FIFO SQS)

SNS FIFO provides exactly-once publishing when:

e The topicis FIFO
e The subscriber is FIFO SQS

e The subscriber does not modify dedup state downstream
The deduplication engine works by:

1. Using MessageDeduplicationId
2. Or hashing the message body when content-based deduplication is enabled
3. Maintaining a dedup window (typically 5 minutes)

4. Discarding duplicate publishes while still acknowledging the publisher

Diagram:

Publish M1 (Dedupib=abc) - Stored
Publish M1 (Dedupib=abc) - Discard duplicate
Publish M2 (Dedupib=xyz) - Stored

No consumer ever sees the duplicates.

5 — FIFO Fan-Out Pipeline and Throughput Control

SNS FIFO cannot match Standard SNS throughput because ordering requires serialization.

Throughput rules

Zero parallelism within a message group

High parallelism across many groups

FIFO topics support up to thousands of concurrent groups
e Single-group throughput is lower
Performance best practice:
Use many MessageGrouplds if high throughput and ordering are both needed.

Example:

e Group A — 300 msgs/sec
e Group B — 300 msgs/sec
e Group C — 300 msgs/sec

Total throughput = 900 msgs/sec, but each group remains ordered.

Embedded reference:
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message group ID = “product-799"

Amazon 5QS FIFO

message group ID = “product-214"
“ WholesaleQueue.fifo

e,

m4é m3 m2 mi m4 ml m3 m2

m4 m3

—®

AWS Lambda
WholesaleSubscriberFunction

ml m2

@BEEE

AWS Lambda
PricePublisherFunction

Amazon SNS FIFO
PriceUpdatesTopic.fifo

Amazon SQS FIFO
RetailQueue.fifo

m2 m3

XM XK B4 B4 X 4 X A
K 0N

AWS Lambda
RetailSubscriberFunction

ml m4

Amazon 5Q8 Standard
AnalyticsQueue

b4 P4 K B
@

N

AWS Lambda
AnalyticsSubscriberFunction

Messages are strictly ordered, using SNS FIFO and SQS FIFO

Amazon 5QS FIFO
WholesaleQueue.fifo

m2 ml m2 ml m2

AWS Lambda
WholesaleSubscriberFunction

Ad
v
r-N

'

@EM=

AWS Lambda
PricePublisherFunction

Amazon SNS FIFO
PriceUpdatesTopic fifo

Amazon 5QS FIFO
RetailQueue fifo

AWS Lambda
RetailSubscriberFunction

m1l
m2 m

b4 XK

m2

DK B 4 efffa)-

Amazon SQS Standard
AnalyticsQueue

6 — Internal Fan-Out Flow for FIFO Delivery

Detailed step-by-step delivery:

AWS Lambda
AnalyticsSubscriberFunction
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Publisher - SNS FIFO Ingestion - Internal Ordering Buffer
> Persist message in FIFO store
- Select group partition
- Lock group for delivery
- Deliver to Subscriber 1
- Deliver to Subscriber 2
- Mark group as ready for next message

Flow diagram:

Pocoosooosoosooooos +
| Publish (FIFO) |
S S S S +
|
\%
S e e e e e S +

Each subscriber receives messages in the exact same order.

7 — Delivery Semantics Per Endpoint (FIFO-Specific)
FIFO — FIFO SQS

e Exactly-once
e In-order

e Best combination for strong guarantees

This is the canonical pattern for FIFO event-driven flows.
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FIFO - Lambda

e SNS — Lambda does not preserve FIFO ordering
e |ambda's concurrency may reorder events

e Usually not recommended unless single concurrency is enforced

FIFO — HTTP/S

e SNS preserves order
e HTTP endpoints must acknowledge in sequence

e Slow endpoints reduce throughput for all messages in that group

FIFO — Firehose

e Preserves publish order when batching constraints are met

e Firehose's buffering may influence inter-event timing

8 — Limitations and Constraints of FIFO Topics
Must use .fifo suffix

All FIFO topics and queues must end with .fifo.

Mandatory MessageGroupld

A FIFO message must include this field.

Lower throughput than Standard

Ordering imposes serialization.

Cross-account constraints

You must ensure FIFO SQS and FIFO SNS exist in the same region + account unless explicitly permitted via
policies.

No SMS/Email/Mobile push FIFO

Human endpoints are inherently unordered.
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9 — Real-World Enterprise Use Cases

Financial systems

Ledger updates, settlements, transaction logs.

Inventory/stock management

Sequential item updates across warehouses.

Order processing

Strict step-based order lifecycle systems.

Event replay systems

FIFO is ideal for replay pipelines requiring exact ordering.

Inter-microservice workflows

Where two services must see events in identical order.

Embedded reference:
10 — Master Diagram: Complete FIFO Architecture

| SNS FIFO Topic |
| - ordered partitions |
| - Dedup engine |

R e e T fmm - +
I

I I I

Y v v
- +  Ammmm oo + R e e T e +
| Subscriber A | | Subscriber B | | Subscriber C
| (FIFO SQS Queue) | | (FIFO SQS Queue) | | (HTTP Endpoint) |
- +  Ammmm oo + R e e T e +

I I I

+o—— - Guaranteed oOrdered Delivery ---------- +

SNS ensures all subscribers see messages in the same strict order per message group.

9. Cross-Account and Cross-Region SNS
Architecture for Enterprise Systems
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1 — Why Cross-Account Architecture Matters in Modern

AWS Organizations

Large enterprises rarely operate in a single AWS account. They use:

Multi-account isolation for security

Control Tower-managed environments
Service-per-account microservice segmentation
Global organizations with separate billing units
Dev/Test/Prod separation

Compliance-driven tenant separation

SNS naturally extends into this model because events generated in one account must frequently be
consumed, processed, or monitored by systems in other accounts.

Cross-account SNS provides:

Event broadcasting across dozens or hundreds of accounts
Centralized event buses

Enterprise-wide alerting

Partner integrations

Multi-tenant SaaS routing

Security and audit event replication

Embedded reference:

Web Server Cluster

Order Archival Service

@

order_audit_queue .
I
— Master Database
| I—

SNS Topic
Distributes messages _>u:[|] r.
systems master_order_queue

to downstream
Order Processing Service
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Order Archival Service
order_audit_queue

Web Server Cluster 4’m

.
e ——
|

SNS Topic
Distributes messages 4’m
to down stream master_order_queue
systems Order Processing Service

Master Database

Polic

-~

Policy

SourceEventBus

Polic

-

TargetSnsTopic

Cross-account SNS is one of the most important architectural capabilities for large AWS organizations.

2 — Core Building Blocks of Cross-Account SNS

To enable cross-account publish or subscribe, SNS uses:

e Topic Policies (resource-based permissions)
e |AM Roles and Trust Policies

e Subscription Confirmation

e Region + Account boundaries

e KMS key permissions (if encryption is used)
e VPC endpoint policies (optional)

e SQS queue policies (for SQS subscribers)
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These components combine to create a mesh of allowed event flows across accounts.

3 — Architecture: How Cross-Account Publish Works
Internally

Let's define:

e Account A — owns SNS topic

e Account B — wants to publish messages to topic in Account A
Requirement
Account A must explicitly allow Account B to publish.

Mechanism

A topic policy in Account A allows "sns:pPublish" from principals in Account B.

Example topic policy snippet:

{
"Effect": "Allow",
"Principal": { "AwS": "arn:aws:iam::222222222222:root" },
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:CentralEvents"
}
Flow

Publisher (Account B)
I

Y
SNS Topic (Account A)
Topic Policy checks principal from B - Allowed

Once allowed, publish behaves exactly like local-account publishing.

4 — Architecture: Cross-Account Subscriptions (Most
Common Use Case)

This is the most common architecture in enterprise systems:

1. Topic exists in Account A
2. A subscriber endpoint (SQS, Lambda, HTTP) exists in Account B

3. Account B wants to subscribe its endpoint to Account A’s topic
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The challenge

SNS must ensure:

e Account B owns the endpoint
e Account B approves receiving messages

e Account A approves sending messages

Thus AWS uses a two-layer security model:

1. Topic Policy (Account A)

Allows the subscription request:

{
"Effect": "Allow",
"Principal": { "AwS": "arn:aws:iam::222222222222:root" },
"Action": "sns:Subscribe",
"Resource": "arn:aws:sns:us-east-1:111111111111:CentralEvents"”
}

2. Endpoint Policy (Account B)

For SQS queues:
{
"Effect": "Allow",
"Principal": "*",
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:us-east-1:222222222222:Bi11ingQueue",

"Condition": {
"Arnequals": {
"aws:SourceArn": "arn:aws:sns:us-east-1:111111111111:CentralEvents"”
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Flow Diagram

Account A (Topic Owner) Account B (Subscriber owner)

e + R et +

| SNS Topic | | SQS Queue / Lambda / HTTP |

| centralEvents | | BillingQueue

i T + R e fommm - +
| A

| Subscription Request |

Policy cChecks
Once confirmed, Account B becomes a subscriber to Account A's topic.

5 — Internal Delivery Flow in Cross-Account Delivery

After subscription is active:

1. Amessage is published into Account A's topic

2. SNS fan-out engine finds the cross-account subscription
3. SNS selects the correct delivery worker

4. SNS evaluates both topic policy + endpoint policy

5. Message is delivered to Account B’s endpoint

Diagram:

Publisher (Account A)
I

\%
SNS Fan-out (Account A)

|
Cross-Account Delivery
|

Y,
Endpoint (Account B)

The cross-account handshake ensures secure, controlled delivery.

6 — Multi-Account Event Bus Pattern Using SNS

Large organizations use SNS as a central event hub by creating:
e One central topic in a shared account
e SQS queues in 10-200 accounts

e Subscriptions from each account back to the hub
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This forms a hub-and-spoke architecture.

Embedded reference:

v
New order
created

5 ] Account C: Invoice processing

Invoice rule

subscribes

Account A: Web Store i, Account B: Central Event Bus
= W
New order Vi
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7 — Multi-Account Security Event Replication

SNS is commonly used to replicate:

e GuardDuty findings
e |AM event logs
e SecurityHub notifications

e (CloudTrail anomaly events
Across organizational accounts for central security processing.

Architecture:

Child Account - SNS Topic - Central Security Account SQS

This ensures all security signals flow to the SOC (Security Operations Center).

8 — SaaS Multi-Tenant Cross-Account Delivery

Saas providers use SNS Cross-Account delivery to send tenant events into customer-owned AWS accounts.
Flow:

e SaaS provider publishes TenantXyz.Event

e SNS topic in provider account

e Customer’s SQS queue in their account subscribes

e Provider uses topic policy to allow subscription

e Customer uses queue policy to accept messages
This creates a clean separation between SaaS backend and customer workloads.

Embedded reference:
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9 — Cross-Region SNS Architecture (Important Distinction)

SNS topics are REGIONAL.

SNS DOES NOT natively deliver messages across regions.
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So how is cross-region delivery built?

AWS recommends:
e SNS — SQS (same region) — SQS Replication — SNS (other region)
e SNS — Lambda — Re-publish in remote region
e SNS — EventBridge — Cross-region event bus

e SNS + Kinesis Firehose (S3 replication + consumer fan-out)

Diagram:

SNS (Region A)
I

v
SQS Queue
|

v
Lambda or EventBridge

\%
SNS (Region B)

SNS is intentionally region-scoped for:
e Sovereignty
e Availability partitioning
e Disaster isolation

e Performance control

10 — Multi-Region Event Bus Using SNS + SQS + Lambda

Enterprise-grade multi-region:

Region A:
SNS Topic - SQS - Lambda - SNS (Region B)
|

v
SNS (Region Q)

This pattern:

e Provides DR resilience
e Enables global event propagation

e Maintains local delivery guarantees
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11 — KMS and Encryption Considerations in Cross-Account
Delivery

When a topic uses KMS encryption:

e The publisher account must be allowed to use the key

e The subscriber account must also be allowed to decrypt and receive messages
KMS Key Policy must explicitly allow cross-account principals.

Example:

"Effect": "Allow",

"Principal"”: { "AwWS": "arn:aws:iam::222222222222:root" },
"Action": ["kms:Encrypt",'"kms:Decrypt"],

"Resource": "*"

If KMS permissions are not set correctly, the subscription fails silently or delivery errors occur.

12 — Advanced Cross-Account Filtering

A beautiful capability:

A cross-account subscriber can still use filter policies, and SNS applies them before delivery.
This reduces unnecessary cross-account traffic and saves cost.

Example:

e Account A publishes all Order Events

e Account B subscribes only to eventType = "PaymentFailed"

SNS filters in Account A — Only sends matching events to Account B.

13 — Cross-Account DLQ (Dead Letter Queue) Strategy

For reliability:

e FEach cross-account subscription may attach a DLQ
e DLQ is usually an SQS queue in the subscriber’s account

e SNS delivers failed events to DLQ when retries expire

Architecture:

Account A SNS - Account B SQS - DLQ (Account B)
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Ensures isolation and autonomous failure handling.

14 — VPC Endpoints for Cross-Account Private Delivery

SNS supports VPC Interface Endpoints (PrivateLink).
Cross-account + PrivateLink:
e Account A SNS calls Account B's PrivateLink-exposed endpoint
e No internet exposure
e Fully private enterprise-grade integration
Useful for:
e Private API webhooks
e Internal integrations

e Regulated workloads
15 — Mega Diagram: Complete Cross-Account Architecture

| Account A (Hub)
| SNS Topic: CentralEvents |
fommmmmmmmm—— o fmm - +

(Fan-out to Subscribers)

v v v
fom - + e e T + e e e e +
| Account B | | Account C [ | Account D
| SQS Queue | | Lambda Func | | HTTPS Endpoint |
e + it BT + ettt e +
A A A
I I I
Queue Policy Lambda Exec Role HTTPS Sig Check
Topic Policy (A) + Filtering (C) + Cconfirmation
Subscription (B) + DLQs (optional) + IAM Controls

This pattern underpins enterprise event buses.
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10. Security Deep Dive: Authentication,

Authorization, IAM, and Access Controls in

SNS

1 — Why Security Is Foundational in SNS Architecture

SNS is an event distribution fabric capable of pushing messages to:

e External webhooks
e Mobile devices
e Email recipients
e (ross-account SQS/Lambda endpoints
e Multi-tenant SaaS customers
Because SNS is a push system, a misconfigured topic can lead to:
e Information leaks
e Cross-tenant data exposure
e Unauthorized event injection
e Compromised downstream workloads
e Large-scale spam/SMS/email delivery

e Escalation of privileges across accounts

Thus SNS security is built with a multi-layered defense model:

—_

. Identity-based IAM permissions

2. Resource-based topic policies

3. Subscription confirmation

4. Endpoint policies (SQS/Lambda)

5. KMS encryption controls

6. Network access control (VPC endpoints)
7. Signature verification for HTTP
8

. Audit logging (CloudTrail)

Embedded reference:
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2 — Authentication Layer: IAM and SigV4 Request Signhing

Every call to SNS—whether Publish, Subscribe, CreateTopic, etc.—is authenticated using:

e AWS Signature Version 4

e The caller's IAM identity (user, role, service, federated identity)

Authentication guarantees:

e Who is calling the API

e That the request is untampered

e That the caller belongs to a permitted IAM principal
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This happens at the very first step in the SNS API front-end.

Diagram:

Caller - Sigv4 Signature - SNS Front-End - Vvalidate Credentials - Continue

SNS rejects unsigned or improperly signed requests.

3 — Authorization Layer (Critical): IAM Policies + Topic
Policies

Authorization in SNS is based on two independent policy types:

A. 1AM Identity Policies

Control “What can THIS identity do?”
Examples:

e Can this user publish to a topic?
e (Can this role subscribe to a topic?

e (Can this Lambda create a subscription?

B. SNS Topic Resource Policies

Control “Who is allowed to interact WITH the topic?”
Examples:

e Can Account B publish to Account A’s topic?
e Can an AWS service publish on your behalf?

e (an cross-account endpoints subscribe?
Topic policies override identity policies in the sense that both must allow the action.

Combined model:

IAM Identity Policy - Allow?
Topic Resource Policy - Allow?
Final Decision: BOTH must be true

4 — Topic Policies: The Security Boundary of SNS

Topic policies determine:

e Who may publish

e Who may subscribe
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e Whether AWS services can publish (e.g., CloudWatch Alarms)
e Whether cross-account actions are allowed

e Whether HTTPS/SQS/Lambda endpoints outside the account may receive messages

Example restrictive topic policy:

{
"Effect": "Allow",
"Principal": { "AwS": "arn:aws:iam::111111111111:role/BillingApp" },
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:PaymentsTopic"
}

Topic policies act as gatekeepers to ensure only trusted identities can interact.

5 — Subscription Confirmation Mechanism (Anti-Spoofing
Layer)

SNS must prevent “spoofed subscriptions” (e.g., someone subscribing a competitor's endpoint).

SNS uses a confirmation token workflow:

1. Subscribe call creates “PendingConfirmation”.
2. SNS sends a token to the endpoint (SQS, HTTPS, Email).
3. Endpoint must call ConfirmSubscription(token).

4. Topic marks subscription as “Confirmed".
If an attacker tries to subscribe someone else’s endpoint:

e The endpoint owner receives the confirmation request
e They must approve it

e So attacker cannot inject subscriptions without consent

Diagram:

Subscribe - Token Sent - Endpoint Confirms - Subscription Activated

6 — Endpoint Policies (SQS/Lambda/Firehose)

For many endpoints, SNS isn't enough; the endpoint must also accept messages.
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SQS Queue Policy

Example:
{
"Effect": "Allow",
"Principal": "*",
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:us-east-1:111111111111:0rderQueue",
"Ccondition": {
"Arnequals": { "aws:SourceArn": "arn:aws:sns:us-east-1:333333333333:0rders" }

This ensures:

e Only that SNS topic may send to the queue
e Prevents unwanted messages from other topics

e Prevents spam/delivery injection attacks

Lambda Execution Role

Lambda must trust SNS to invoke it.

HTTP Endpoints

Must validate SNS signatures.

7 — HTTPS Signature Verification and Message
Authenticity

SNS digitally signs all HTTP/S notifications.
Consumers must verify the signature using:
e sSignature field
® SigningCertURL
e Public-key verification
SNS signs:

e Message body
e Messageld

e Timestamp
This prevents:

e Forged requests

e Replay attacks
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e Endpoint spoofing

Embedded reference:

publish || payioad

deliver

7

Publishers @

Amazon SNS

- SNS

Application-to-application (A2A)

subscribers

Amazon SQS

i\

AWS Lambda

Signature
Payload | HTTP(S)
Endpoint
—>
Amazon 53

— =

Amazon Redshift

subscribers

Application-to-person (AZP)

8 — Access Control Flow (Deep Internal View)

Internally, SNS evaluates security before performing any action.

Service
providers

Amazon OpenSearch Service

Datadog, New Relic,
MongoDB, Splunk, and more
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caller
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|

v
o m oo +

| SNS Authz Layer |
| IAM Policy Eval |
| Topic Policy Eval |

Action Allowed - Control/Data Plane
Action Denied - Request Denied

Every Publish, Subscribe, or SetTopicAttributes call runs through this barrier.

9 — KMS and Encryption: Secure Message Handling

SNS supports encryption at rest via KMS.
Workflow:

1. SNS receives message

2. SNS calls KMS to encrypt payload

3. Encrypted data is stored in SNS message store
4. SNS decrypts on delivery (if required)

5. Downstream systems receive unencrypted content (unless endpoint-level encryption is used)
KMS policy must explicitly allow:

e SNS service principal

e (Cross-account subscribers (if relevant)

Example key policy:

"Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" },
"Action": ["kms:Encrypt", "kms:Decrypt"],

myn

"Resource":
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10 — VPC Endpoint (PrivateLink) Security for Private SNS
Access

SNS supports Interface Endpoints for:

e Publishing privately
e Subscribing privately
e Preventing exposure to the public internet

e Enforcing VPC endpoint policies

Example VPC endpoint policy:

{
"Effect": "Allow",
"Principal": "*",
"Action": "sns:Publish",
"Resource": "*"

}

PrivateLink is critical in regulated environments that forbid public internet access.

11 — Audit Logging: CloudTrail + SNS

SNS integrates heavily with CloudTrail:
CloudTrail logs:

Publish actions

Subscribe actions

ConfirmSubscription

SetTopicAttributes

DeleteTopic
e Access denied events
This enables:

e Forensic analysis
e Security alerting
e Governance reporting

e Compliance audits

Embedded visual:
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12 — Common Security Anti-Patterns (and Why They're

Dangerous)

Anti-Pattern 1: Open Topic Policy

"Principal":

This allows anyone to publish to your topic — a catastrophic risk.

Amazon Opensearch Service


af://n2426
af://n2427

Anti-Pattern 2: Weak SQS Queue Policies

Allowing all SNS topics to send to all queues exposes the system to:
e Poison messages
e Flooding

e (Cross-topic contamination

Anti-Pattern 3: HTTP Endpoint Not Verifying Signatures

This can lead to:

e Fake notifications
e Replay attacks

e Supply-chain compromise

Anti-Pattern 4: Wrong KMS Permissions

Common mistakes:

e Subscriber can't decrypt
e Publisher not allowed to encrypt

e SNS cannot access key — silent failures

Anti-Pattern 5: Forgetting Subscription Confirmation

Leads to ghost subscriptions.

13 — Enterprise Security Best Practices

e Use least privilege IAM for all SNS actions

e |ock topics using strict topic policies

e Require subscription confirmation

e Use SQS buffer queues instead of direct HTTP subscribers
e Validate SNS signatures for all webhooks

e Use KMS encryption for regulated workloads

e Use VPC endpoints to avoid internet exposure

e Add DLQs for reliability

e Monitor with CloudTrail and CloudWatch

e Use cross-account boundaries with explicit trust policies

Embedded reference:
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14 — Final Security Architecture Diagram (Comprehensive)

B et et e +
| SNS Topic (Secure) |
B e +
| - IAM policies I
| - Topic policies [
| - KMS encryption |
| - Subscription confirmation |
| - VPC endpoint controls |
B et ettt +
I
I I I
v v v
Fommmmm - + Fommmmm - + Fom - +
| SQS Queue | | Lambda | | HTTPS Endpoint |
| Queue Policy | | Exec Role | | Signature verified |
Fommmmm - + Fommmmm - + Fom - +
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A A A

e Enforcement at Every Layer --------------- +

SNS security is multi-layered, strict, enforceable, and auditable, making it safe for enterprise and cross-
account event distribution.

11. SNS Encryption: At-Rest (KMS) and In-
Transit Cryptography Models

1 — Why SNS Encryption Matters: Protecting Distributed
Event Pipelines

SNS is a high-fan-out messaging fabric capable of delivering events across:

e Multiple AWS accounts

e External HTTPS endpoints
e Mobile devices

e Email/SMS carriers

e Internal enterprise systems
Because messages may contain:

e PIl (customer data)

Financial transaction data

Security event payloads

Internal service signals

Multi-tenant Saas events
AWS provides a dual-layer encryption model:

1. Encryption in transit — TLS enforced on all network paths

2. Encryption at rest — KMS-backed encryption for message storage
The combination of TLS + KMS ensures:

e Confidentiality

e Integrity

e Auditable access

e Regulatory compliance (HIPAA, PCI-DSS, FedRAMP, etc.)

Embedded reference:
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2 — Encryption in Transit: TLS Across All SNS
Communication Paths

Every SNS action—Publish, Subscribe, ConfirmSubscription, SetAttributes—occurs over HTTPS (TLS 1.2+).

Protection goals:

e Prevent eavesdropping

Prevent message tampering

Prevent man-in-the-middle attacks

Validate server identity

Where TLS applies
Communication Path Encryption?
Publisher — SNS API TLS enforced
SNS — SQS/Lambda/Firehose Internal AWS secure channels
SNS — HTTPS endpoints TLS required
SNS — Email/SMS providers Encrypted internal channels where supported
SNS (Console/CLI) TLS

HTTP-only endpoints are not allowed for subscription confirmations.

Diagram:

Client - HTTPS - SNS - Encrypted backend - Delivery workers - Endpoint

3 — Encryption at Rest: How SNS Uses KMS Internally

SNS allows enabling Server-Side Encryption (SSE) using:
e AWS managed KMS key (aws/sns )
e Customer-managed CMK (recommended for governance)
When SSE is enabled:
1. SNS receives publish request
2. SNS calls KMS:Encrypt to encrypt the message payload + attributes
3. SNS stores the encrypted blob in its multi-AZ message store

4. During fan-out, SNS decrypts via KMS:Decrypt

5. SNS delivers decrypted data (or re-encrypts per protocol if required)


af://n2538
af://n2540
af://n2550
af://n2574

SNS does NOT store plaintext when SSE is enabled.

Diagram:

PubTish - SNS - KMS Encrypt - Store Encrypted - Retrieve - KMS Decrypt - Deliver

4 — What Exactly Gets Encrypted in SNS Storage

When SSE is ON, SNS encrypts:

e Message body

e Message attributes

e FIFO fields (MessageGroupld, Dedupld)
e System metadata attached by SNS

e Delivery-state metadata

SNS does NOT encrypt topic names, ARNSs, or subscription metadata.

This means even intermediate fan-out buffers are stored encrypted.

5 — KMS Policies: The Most Important Part of SNS
Encryption

To use a CMK with SNS, the key policy MUST include SNS as a trusted principal.

Typical requirement:

"Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" },
"Action": ["kms:Encrypt",'"kms:Decrypt","kms:GenerateDataKey"],

myn

"Resource":

Cross-account subscribers require additional permissions:
e Subscriber account needs Decrypt permissions
e Publisher account needs Encrypt permissions

If KMS permissions are misconfigured:

e Publish will fail
e Subscription attempts will fail

e Fan-out tasks may be silently blocked

This is one of the top causes of SNS encryption failures.
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6 — Full-Path Encryption Model: Source — SNS —
Destination

SNS encryption path varies by protocol.

SNS — SQS

e SQS encrypts messages with its own KMS key
e SNS decrypts using SNS key — SQS re-encrypts with SQS key

e Full multi-key handling

SNS — Lambda

e SNS decrypts — sends plaintext — Lambda environment encrypts logs/storage separately

SNS — HTTPS

e SNS decrypts — sends via TLS — endpoint decrypts TLS

SNS — Email/SMS

e SNS decrypts — sends via AWS-managed channels — end channel’s encryption varies
Diagram:

[PubTisher]

I
TLS

I
[SNS] --KMS Encrypt--> [SNS Storage] --KMS Decrypt--> [Protocol worker]

varies by endpoint

Every path has encryption at multiple layers.

7 — Multi-Account KMS + SNS Architecture

This is one of the most complex areas in SNS security.
Scenario:

e Topicin Account A
e Subscriber SQS Queue in Account B

e Topic uses KMS encryption
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Requirements:

1. SNS in Account A must have kms:Encrypt on CMK

2. SNS in Account A must have kms:Decrypt

3. Account B's SQS must have kms:Decrypt

4. The SQS queue’s own CMK must allow SNS to encrypt messages into the queue
5. Topic policy and queue policy must match source/target ARNs

Failing any of these results in delivery failures.

Embedded reference:
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8 — FIFO-Specific Encryption Considerations

FIFO topics encrypt:

e Deduplication IDs
e Group IDs

e Ordered sequence metadata
Encryption is fully compatible with FIFO but introduces:

e Slightly higher latency
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e Additional KMS API calls

e Increased KMS quota usage
For high-throughput FIFO systems, AWS recommends:

e KMS key with increased TPS quota
e Possibly using AWS-managed SNS KMS key for stability

9 — Compliance, Governance, and Data Residency
Considerations

SNS encryption helps meet:

e HIPAA

PCI-DSS

FedRAMP

GDPR

1SO 27001
Because SNS is regional, encryption also assists with:
e Data sovereignty
e Residency laws
e Region-specific governance rules
Encrypting messages ensures data is only accessible by:
e SNS service

e Authorized KMS principals

e Intended subscriber endpoints

10 — Monitoring and Auditing SNS Encryption
CloudTrail logs:

e KMS encryption failures

e KMS API calls initiated by SNS
e Publish operations

e Decrypt operations

e Denied access errors
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CloudWatch metrics:

e NumberofNotificationsFailed
e KMSAccessDenied (if integrated)

e DeliveryAttempts

Recommended logs:

e (CloudTrail (mandatory)
e SNS delivery logs (HTTP/S)
e SQS DLQ (delivery fallback)

Embedded reference:
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11 — Performance Impact and Optimization Strategies

Performance impact:

e Slight latency increase due to KMS API calls

e Slightly lower throughput for heavily encrypted high-fan-out loads

Optimizations:

e Use AWS-managed key if latency minimization is needed

e For custom CMKs, request higher KMS quotas (TPS)
e Ensure KMS policies are efficient and not overly broad

e Minimize cross-account decryption

e When possible, encrypt only sensitive fields before publishing (application-level encryption)
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12 — End-to-End Encryption Architecture Diagram

Publisher

I

v (TLS)
e +
I SNS Front-End |
et +

| Encrypted Message Store |
| (Multi-Az replication) |

R e +
I
$-——mm - - e LT $-——mm - +
I I I I
SQS Lambda HTTPS Mobile/SMS

(Re-encrypt) (sandboxed) (TLS again) (carrier-secured)

This is the full encryption pipeline inside SNS.

12. Reliability, Durability, and High-
Availability Architecture of SNS

1 — Why Reliability Matters Deeply in SNS Architecture

SNS is often used as the central nervous system of distributed AWS applications. It carries critical events such
as:

e Order lifecycle events

e Payment confirmations

e Security findings

e Infrastructure alerts

e Operational incident notifications

e Microservice communication signals

If SNS were unreliable, the entire distributed system could collapse.
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Thus AWS designed SNS with multi-layer, multi-AZ, fault-tolerant, self-healing reliability mechanisms.

This question explores those internal reliability layers in depth.

2 — SNS as a Fully Managed, Multi-AZ, Fault-Tolerant
Regional Service

SNS is fundamentally a regional multi-AZ service, meaning:

e Each AWS region contains multiple isolated Availability Zones.
e SNS runs its control plane and data plane across at least three AZs.

e All message storage, fan-out pipelines, subscription metadata, and delivery workers are replicated
across AZs.

This ensures:

e AZ outages do not stop publishing.
e AZ outages do not stop fan-out delivery.

e No single server, rack, or AZ failure loses messages.

SNS does not require user-managed clusters; it is inherently redundant.

Diagram:
Region: us-east-1
Fom - Fom - e +
| Az A | AZ B | AZ C |
| SNS nodes | SNS nodes | SNS nodes |
Fom - Fom - e +

Replicated
SNS Message Store

3 — Reliability Through Durable Message Persistence

Before any delivery attempt begins, SNS persists every message to its internal multi-AZ durable store.
Persistence includes:

e Raw message body

e Message attributes

e FIFO metadata, if any

e System metadata

e Encryption context (if SSE is enabled)

Important reliability guarantees:
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1. Message is stored durably before SNS returns success to publisher.

2. Delivery attempts start only after persistence succeeds.
Thus SNS will never “lose” a message after acknowledging a publish.

This makes SNS safe for high-criticality event flows.

4 — Delivery Reliability: At-Least-Once vs Exactly-Once
Semantics

SNS provides two delivery models, depending on topic type and endpoint type:

1. Standard Topics — At-Least-Once

e SNS attempts delivery repeatedly until successful (or until max retry window expires for certain
protocols).
e Duplicates can occur.

e Message order is not guaranteed.

e Highest throughput and highest availability.

2. FIFO Topics — Exactly-Once (when paired with FIFO SQS)

e Strict ordering within message group.
e Deduplication prevents duplicate delivery.

e Exactly-once semantics only apply when the consumer is a FIFO SQS queue.

Understanding these semantics helps architects choose the right reliability model.

5 — SNS Fan-Out Reliability Architecture: Distributed
Delivery Workers

SNS uses a horizontally scaled fleet of delivery workers, each responsible for one protocol:

SQS delivery workers

Lambda invocation workers

HTTP/S delivery workers

Email/SMS/mobile workers

e Firehose integration workers
Each worker fleet runs in multiple AZs.
If one worker or AZ fails:

e Another worker in another AZ continues delivery.
e SNS redistributes delivery tasks automatically.

e The publisher and subscriber are unaffected.
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This distributed worker design is fundamental to SNS's reliability guarantees.

6 — Retry Mechanism: Ensuring Message Delivery Under
Failure

SNS retries deliveries per protocol, using protocol-specific retry strategies.

HTTP/S

e Exponential backoff
e Multiple retry phases
e Failure recorded if retries are exhausted

e Optional DLQ capture

Lambda

e SNSrelies on Lambda's native async retry model
e Retries for up to hours or days depending on settings

e DLQ optional

SQS

e Reliable enqueue
e Once enqueued, SNS considers delivery successful

e No retry needed

SMS / Email

e Backend systems retry internally

e Best-effort due to carrier/provider constraints

Reliability is enhanced through protocol specialization, not one-size-fits-all logic.

7 — Delivery Policies: Fine-Grained Control Over Reliability

SNS offers delivery policies that allow you to tune reliability behavior for each subscription.
You can configure:

e Backoff rate

e Minimum/maximum retry delays
e Maximum retry attempts

e Minimum delay target

e Maximum receive rate

Delivery policies provide advanced control for:


af://n2907
af://n2909
af://n2919
af://n2927
af://n2935
af://n2943

e Webhooks that need slow retry rates
e Systems that should fail fast

e Custom reliability profiles for each subscriber

Example (conceptual):

{

"healthyRetrypPolicy": {
"minDelayTarget": 1,
"maxbDelayTarget": 30,
"numRetries": 12,
"backoffFunction": "exponential"

}

}

8 — Dead-Letter Queues (DLQs): Safety Net for Failed
Deliveries

DLQs (SQS queues) improve reliability by capturing messages that cannot be delivered.
DLQs are supported for:

e HTTP/S endpoints

e |ambda endpoints

e Certain internal delivery channels
DLQs enable:

e Failure analysis

e Replay pipelines

e Debugging of subscriber systems

e Operational resilience

Architecture:

SNS Topic - HTTP Endpoint (Fail)
|

Retry Exhausted

Vv
DLQ (SQS)

This prevents messages from being lost during unreachable subscriber scenarios.


af://n2968
af://n2992

9 — Reliability in Cross-Account Delivery

Cross-account SNS delivery requires extra reliability mechanisms:
e Endpoint policy validation

e Topic policy validation

Retry logic across accounts
e Optional DLQs per subscriber account

e KMS permissions for encrypted topics
SNS performs all necessary validations before delivery attempts begin.

If endpoint policy changes cause a failure, SNS uses retries + DLQs to ensure reliability.

10 — Ordered Reliability in FIFO Topics: Group-Level Fault
Tolerance

FIFO topics enforce:

e One delivery in flight per message group
e Strict ordering per group

e Atomic advancement of group pointer
If delivery for message N fails:

e SNS pauses delivery of message N+1
e Reliability is enforced through sequencing locks

e Delivery continues once retry succeeds or DLQ absorbs failure

This ensures no reordering even during failures.

11 — Multi-AZ Message Store Reliability Guarantees

SNS message store features:

Triple-replication across AZs

Synchronous writes

e Automatic repair of data replicas

Failure detection

Background reconciliation to ensure consistency
If an entire AZ goes offline:

e SNS seamlessly switches reads/writes to other AZs
e Publishers and subscribers experience no downtime

e No messages are lost
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This is the same durability principle as S3, DynamoDB, and SQS.

12 — High Availability Through Architectural Separation

SNS separates:

1. Ingestion pipeline (where publish requests enter)
2. Message store (durable storage)
3. Fan-out scheduler (message distribution logic)
4. Protocol delivery workers (actual delivery engines)
Failures in any single component do not impact others.
Examples:
e |ngestion failure in one worker — another worker picks up.
e Delivery failure via HTTP — does not affect SQS or Lambda.
e Storage replication lag in one AZ — another AZ handles queries.

SNS is architected with massive compartmentalization for reliability.

13 — Monitoring Reliability Using CloudWatch and
CloudTrail

SNS provides metrics to track reliability:

CloudWatch Metrics

® NumberofMessagesPublished

e NumberofNotificationsDelivered
e NumberofNotificationsFailed

e DeliveryAttempts

® SMSMonthToDateSpentUSD

e PublishSize
These metrics expose:

e Delivery success/failure
e Endpoint health
e Throughput anomalies

e Backlog accumulation
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CloudTrail

Logs:
e Publish actions
e Access denials
e Policy evaluation failures
e Subscription changes

e KMS failures (for encrypted topics)

Monitoring ensures operational reliability at scale.

14 — End-to-End Reliability Architecture Diagram

(oo oooooooooooooooaC o oEoSo0 +
| SNS Front-End (Multi-Az)
Fo—mmmmm oo Fommmmmmm - +
I
\
o m oo +

Fom - it e T +
I
v
B et et +
| Fan-out Scheduler (Multi-AZz) |
- fommmmmm - fom - +
I I
I I
fom - et T e S T fom - +
| sQs worker | | Lambda worker
Fom - I e e L LT e +
I I
Durable Enqueue Async Invocation
I
v |
frorecsosnosos + |
|  SQS Queue | |
e S + |
I |
I I
e T +-———+ e R e e +
| HTTP worker | sMS/Email/Mobile worker |
fmm - + - +

This architecture provides the foundation for SNS's extremely high reliability guarantees.
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13. SNS Delivery Retries, Backoff Logic,
Redelivery Strategies, and Failure Handling

1 — Why SNS Needs a Complex Retry and Redelivery
System

SNS is a push-based fan-out service. It actively sends notifications to multiple subscriber types, each with
different reliability and network characteristics:

e SQS (durable)

e Lambda (asynchronous compute)

e HTTP/S (unpredictable external endpoints)

e Email/SMS/Mobile Push (best-effort human channels)
SNS must handle:

e Network failures

e Endpoint downtime

e Throttling

e Backpressure

e Rate limits

e Protocol-specific reliability constraints

e Temporary outages on the subscriber side

To guarantee high delivery success, SNS implements protocol-dependent retry engines, tailored for each
endpoint type.

2 — Core Concept: SNS Guarantees Delivery Attempts, Not
Delivery Success

SNS reliability model:
e For Standard topics, SNS promises at-least-once attempts.
e For FIFO topics — FIFO SQS, SNS provides exactly-once guaranteed delivery (strict semantics).
e SNS does not guarantee delivery success for unstable protocols (HTTP, email, SMS).

e SNS always attempts delivery after durable storage is complete.

The retry system ensures maximum possible reliability without compromising subscriber independence or
system scalability.
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3 — Retry Model Differences by Protocol (Critical)
SQS — No Retries Needed

e SNS performs atomic enqueue.
e SQS guarantees durability.

e Once enqueued, SNS marks delivery successful.

e No retry logic required.

Lambda — SNS Delegates Retries to Lambda

e SNS hands off message to the Lambda Async Invoke API.

e |ambda manages:

o Retries

[¢]

Backoff
o DLQ

[¢]

Max age

[¢]

Throttling

e SNS treats Lambda acceptance as final success.

HTTP/S — Heavy Retry Logic

e HTTP endpoints are the least reliable.
e SNS has exponential backoff + multiple retry stages.

e Failure can escalate to DLQ when retry strategy maxes out.

Email/SMS/Mobile Push — Best Effort

e Underlying email/SMS providers retry internally.

e SNS does not guarantee reliability due to:

[¢]

spam filtering

O carrier restrictions

[¢]

human device failure

network constraints

[¢]

Each protocol has its own reliability behavior because each has very different delivery realities.

4 — HTTP/S Retry and Backoff: Deep Internal Mechanics

HTTP/S is the most complex—and most failure-prone—protocol. SNS must manage:

e network drops

e TLS negotiation failures
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e timeouts
e Axx/5xx responses

e rate limits

SNS HTTP Retry Phases

SNS performs retries in structured waves:

1. Immediate Retry Attempt

o |If endpoint responds with error or timeout, SNS retries quickly.
2. Short-Term Exponential Backoff

o Retry intervals increase exponentially:

1s - 25 - 4s — 85 — 16s — 32s — etc.

3. Long-Term Backoff

o SNS stretches retry intervals to minutes or even hours depending on configuration.
4. Delivery Policy Override (optional)

o User-defined settings modify min/max delay and retry attempts.
5. Give-up Window — Failure Event

o If message cannot be delivered within retry window, it transitions into DLQ (if configured) or is
dropped.

Failure Scenarios

e Repeated 5xx: treated as transient

4xx client errors: treated as permanent

429: retried with extended backoff

TLS handshake failures: treated as transient

DNS issues: retried

5 — Delivery Policies: User-Controlled Retry Customization

SNS supports per-subscription delivery policies that override the default retry logic. These allow architects to
tune endpoint reliability behavior.

Example conceptual policy:
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"healthyRetrypPolicy": {
"minDelayTarget": 1,
"maxDelayTarget": 30,
"numRetries": 15,
"backoffFunction": "exponential"

Fo
"throttlepPolicy": {
"maxReceivesPerSecond": 10

Customization knobs include:

e minimum retry delay
e maximum retry delay
e retry count

e backoff algorithm

e throttle rate
These policies are critical for:

e unstable partner APIs
e endpoints with strict rate limits

e asynchronous webhook-based integrations

6 — DLQs (Dead-Letter Queues) for Failures After Retries

SNS allows attaching a DLQ (SQS) to subscriptions. DLQs capture:

e failed HTTP deliveries
e failed Lambda deliveries

e any failed protocol delivery once retries exhaust

Flow:

SNS Topic - Subscriber Endpoint - Fails Through Retries - DLQ

Why DLQs matter:

e prevent message loss

e allow post-failure analysis

e enable replay pipelines

e jsolate subscriber-side failures

e improve monitoring and auditability
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DLQs are a fundamental requirement for resilient architectures.

7 — Redelivery Behavior in SNS After Successful Recovery

For HTTP/S:

e |f an endpoint recovers before SNS exhausts retry attempts, SNS resumes delivery.

e SNS does not skip or compact messages: each message receives retry attempts until delivery succeeds
or fails definitively.

e SNS guarantees per-subscription redelivery attempts.
For Lambda:

e Lambda retries independently; SNS does not attempt redelivery.
For SQS:

e Delivery is atomic; SNS does not perform redelivery logic.

8 — Ordered Redelivery in FIFO Topics

FIFO topics introduce sequence constraints:

Message N must be delivered before Message N+1

If delivery of message N fails:

e SNS halts progression of the message group.
e Retries continue until:
o success

o ORDLQ captures the message
If message N is sent to DLQ:

e SNS advances to message N+1.

e Order is still preserved because the failed message is completely removed from the sequence.

This ensures deterministic ordering even under repeated failures.

9 — Protocol-Specific Failure Semantics (Exhaustive)

HTTP/S Failures

e All network and protocol errors are retried.

e Permanent 4xx failures may cause immediate DLQ.
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Lambda Failures

e Lambda’s async mechanism handles retry/dlq logic.

e SNSis not responsible for Lambda’s failures.

SQS Failures

e None — enqueue is atomic.

e SNS only fails if SQS is inaccessible due to misconfigured policies/KMS.

Email Failures

e Nonexistent addresses — bounce
e Spam filters — silent drop

e SNS cannot guarantee delivery

SMS Failures

e Carrier-level failures
e Opt-outs

e Regional blocks

Mobile Push Failures

e Invalid device tokens
e Delivery throttling

e App uninstall events

Each protocol has unique behavior, and SNS adapts accordingly.

10 — Subscriber-Throttling Protection

SNS includes protections against subscriber overload.

HTTP Endpoint Overloaded

e SNS slows delivery
e Increases backoff

e Uses delivery policy throttle controls

Lambda Throttled

e SNS waits for Lambda to accept

e |ambda manages concurrency
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SQS Overloaded

e SQS automatically scales

e No throttling issues

SNS ensures subscriber health is maintained without losing events.

11 — Failure Detection and Fallback Handling

SNS continuously monitors:

e Delivery queue depth

e Error frequency

e Timeout patterns

e Endpoint responsiveness

When SNS detects systematic failure:

e |tincreases retry interval
e May reduce concurrency

e Reports failures via CloudWatch

Sends failures to DLQ

This automated fallback system keeps distributed systems stable.

12 — Monitoring Retries and Failures (Deep Observability)

CloudWatch Metrics

e NumberofNotificationsDelivered
e NumberofNotificationsFailed

e DpeliveryAttempts

® SNSDLQFailures

® HTTPFailureCount

e |ambdaFaiTlureCount

CloudWatch Logs

e HTTP delivery logs
e Platform application logs

e SMS/Email operational logs
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CloudTrail

e Delivery attempt failures
e Access denied errors

e KMS encryption failures

These allow full introspection into SNS reliability behavior.

13 — Full Internal Architecture of Retry & Redelivery
Mechanisms

Pub1ish
|
v
SNS Message Store (Durable)
|
v
Fan-out Scheduler
|
+--> Delivery Attempt (Protocol worker)

+--> Success —> ACK, Done
|

+--> Failure

|
+--> Retry Phase 1 (short backoff)

|

+--> Retry Phase 2 (Tong backoff)

|

+--> Exceeded retry window?
|
+--> Yes - DLQ (if configured)
+--> No - Continue retries

SNS uses this multi-phase retry engine to maximize delivery success while protecting system scalability.

14 — Summary: The Reliability Philosophy Behind SNS
Retries

SNS retry logic is built on these principles:

Never lose a message after publish acknowledgment
Always attempt delivery aggressively at first

Back off intelligently to reduce subscriber load

Fail gracefully and predictably

Capture failures for analysis (DLQ)
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e Honor ordering guarantees for FIFO

e Delegate responsibility where appropriate (Lambda)

SNS provides one of the most robust distributed retry engines of any cloud messaging service.

14. Scaling and High-Throughput Distribution
Patterns with SNS

1 — Why SNS Scaling Matters in Large Distributed Systems

SNS often acts as the central event distribution backbone in architectures that process:

e Millions of events per second

e Multi-region operational workflows

e Global loT telemetry

e |arge-scale microservice communication

e Enterprise-wide event buses across 10-200 AWS accounts
e Fan-out pipelines to thousands of endpoints

For this scale, SNS must support:

e Huge publish rates

e Massive subscriber fan-out
e Low latency delivery

e Multi-AZ fault tolerance

e Seamless elasticity during traffic spikes

SNS is designed as a horizontal, massively distributed system, capable of scaling effectively without manual
configuration.

2 — SNS Scalability Architecture: Horizontally Distributed
Ingestion + Delivery Workers

SNS's architecture is built on segmented, distributed worker fleets:

1. Publish Ingestion Workers

2. Topic Metadata and Routing Engine

3. Fan-Out Scheduler

4. Protocol Delivery Workers (SQS, Lambda, HTTP, SMS, Email, Mobile, Firehose)
5. Multi-AZ Replicated Message Store

Each fleet scales independently, allowing SNS to absorb:

e Large publish bursts
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e Sudden fan-out surges
e Regional spikes
e Endpoint-specific bottlenecks

Scaling principle:

Publisher Capacity = Subscriber Capacity
SNS isolates them via its architecture.

SNS never forwards publish load directly onto subscribers; it protects downstream systems.

3 — High-Throughput Publish Scaling: How SNS Handles
Millions of Messages/Second

SNS achieves extremely high publish throughput using:

1. Sharded Ingestion Partitions

SNS automatically partitions incoming publish requests across multiple ingestion nodes.

2. Multi-AZ Replication

Messages are written to storage in parallel.

3. Lightweight Publish Path

SNS does not need to scan subscriptions or evaluate filters before acknowledging publish; publish is
decoupled from fan-out.

4. Stateless API Front-End Layer

API nodes can scale horizontally with no per-node state.

Diagram:

PubTisher - Ingestion Node A/B/C - Durable Store - Fan-Out Engine

SNS often handles hundreds of thousands to millions of publish operations per second across large regions.

4 — Massive Fan-Out Scaling: Delivering One Message to
Thousands of Subscribers

Fan-out scaling is achieved by:

e Distributing each subscriber’s delivery job across independent workers

e |oad-balancing delivery workers across AZs
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e Prioritizing protocol isolation (HTTP slowdowns do not affect SQS or Lambda)

e Using parallel fan-out pipelines

Example:

A single topic with:

e 2,000 SQS subscribers
e 500 Lambda subscribers
e 100 HTTP subscribers

e 10 Firehose subscribers
SNS fans out via 2,610 parallel delivery operations.

There is no sequential delivery chain; everything happens concurrently.

5 — Topic Partitioning and Scaling Behavior

SNS topics automatically scale across internal partitions. SNS assigns each topic:

e One or more ingestion partitions
e One or more delivery partitions

e One or more filter-evaluation workers
Large topics receive more partitions when traffic increases.
SNS automatically performs:

e Load balancing
e Partition redistribution
e Worker scaling

e |Internal sharding

Users do not manage partitions manually.

6 — Impact of Message Filtering on Scaling

Filtering actually improves scaling, because SNS:

e Evaluates filters in memory

e Avoids generating delivery tasks for non-matching subscribers
e Reduces total fan-out load

e Reduces downstream throttling

Filtering allows a single topic to support:

e 100+ event types

e Thousands of subscribers with different filters
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e Large event bus architectures

Filtering significantly increases scalability in multi-subscriber scenarios.

7 — FIFO Topic Scaling: Parallelism Across Message Groups

FIFO topics are more limited in throughput than Standard topics, but scaling works via MessageGroupld-
based parallelism.

Per-group scaling model

Group A - Sequential
Group B - Sequential
Group C - Sequential (but A/B/C run in parallel)

Thus:
e One group = slow

e Many groups = high throughput

Practical throughput formula:

Total FIFO throughput = Number of active groups x per-group throughput

For high-throughput FIFO systems:

e Use many message groups

e Distribute workload across well-chosen group IDs

8 — Horizontal Scaling with Multiple Topics (Best for
Microservices)

Instead of shoving all events into one mega-topic, enterprise systems create:
e Domain topics (Orders, Payments, Logistics, Delivery, Inventory)
e Environment topics (dev, staging, prod)
e Tenant-specific topics (for SaaS systems)

This allows:

e Domain-level isolation

e Scaling per domain

Independent reliability needs

Separate fan-out pipelines

Distinct IAM and KMS policies
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Large architectures use topic sets rather than a single monolithic topic.

9 — High-Throughput Subscriber Design Patterns
SQS Subscribers (Most Scalable)

e SQS scales horizontally
e Auto-scaling consumers

e Asynchronous processing

This pattern is ideal for high throughput.

Lambda Subscribers

e |ambda offers auto-scaling concurrency
e Use reserved concurrency or event filtering to control bursts

e Good for compute-heavy fan-out paths

HTTP Subscribers

e |eastscalable
e Highly dependent on endpoint capacity

e Must use DLQ and delivery policies

Firehose Subscribers

e Used for analytics pipelines
e High throughput but not low latency
e Useful for batched storage (S3/Redshift)

10 — Bottlenecks and Throttling: How SNS Manages
Backpressure

SNS protects subscribers via several mechanisms:

1. Backoff on HTTP throttling

e Automatic slow-down

e Retry with exponential backoff

2. Lambda Throttling

If Lambda is at max concurrency:

e SNS waits

e |ambda retries internally
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3. SQS Unlimited Scaling

No throttling issues.

4. Firehose Buffering

Firehose handles buffering to S3/Redshift.

SNS ensures publisher-side performance is never impacted by subscriber failures or throttling.

11 — Scaling in Cross-Account Architectures

Cross-account architectures are common in enterprise deployments:

e One central topic
e Hundreds of SQS queues in different accounts

e Partitioned event bus design
SNS handles cross-account fan-out via:

e Distributed delivery workers
e Per-subscriber protocol isolation
e Cross-account IAM and policy enforcement

e SQS queue policies

Scaling is achieved without additional user-side configuration.

12 — Multi-Region Scaling Patterns

SNS is regional, so multi-region scaling requires architecture:

Pattern 1 — SNS — SQS — Lambda — SNS (other region)
Pattern 2 — SNS + EventBridge — Cross-Region Bus

Pattern 3 — SNS + Firehose — S3 replication — Consumers

These patterns:

e Distribute load globally
e Provide resilience

e Prevent regional bottlenecks
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13 — Recommended Scaling Architectures (Practical)

1. High-Fan-Out Microservices
SNS — SQS (many queues) — Consumers

2. Analytics + Real-Time Processing

SNS — Firehose — S3 — Athena/Redshift

3. Multi-Tenant SaaS Scaling

SNS — (filters per tenant) — SQS queues per tenant

4. Global Multi-Region

SNS — SQS — Lambda — SNS (remote regions)

5. Massive loT Intake

loT Core — SNS — SQS/Lambda analytics pipelines

Each pattern takes advantage of SNS's scaling primitives.

14 — Full High-Throughput SNS Scaling Architecture
Diagram

High-volume Publishers

| SNS Ingestion |

| Distributed FE |

fomm - o +
I

Durable Message Store

| Fan-out Scheduler |
| Multi-Az Scaling |

+----- +-——-- fo— - +
I I
I I | I
SQS worker Lambda worker HTTP worker Firehose worker
(Massive scale) (Auto scaling) (Backoff) (Buffering)
I I | I
v v v v

Queues Functions webhooks S3/Redshift
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SNS scales each pipeline independently.

15. Monitoring SNS with CloudWatch,
CloudTrail, Metrics, Logs, and Tracing Models

1 — Why Monitoring SNS Is Critical in Distributed
Architectures

SNS often sits in the center of event-driven systems. Failures or delays anywhere in the SNS pipeline can
cascade into:

e Stalled microservices

e Missing business events

e Stuck order flows

e Analytics data delays

e Failed security alerts

e Broken integrations with partner systems
Therefore, monitoring SNS is not optional — it is foundational.
SNS provides a combination of metrics, logs, tracing, and audit records to ensure full visibility into:

e Publish performance

e Delivery health

e Subscriber failures

e Security access issues

e Retry behavior

e Encryption/KMS failures

e Throttling scenarios

e (Cross-account operations

We will now go through every monitoring layer in depth.

2 — CloudWatch Metrics: The Primary Health Indicators for
SNS

CloudWatch metrics are the first line of observability for SNS.

Metrics are generated per topic, per protocol, and sometimes per subscription.
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Core Topic-Level Metrics

1. NumberOfMessagesPublished
© How many messages were published.
o Tracks application throughput.
2. PublishSize
o Total byte size of messages.
o Helps catch overly large messages.
3. NumberOfNotificationsDelivered
o Successfully delivered notifications.
4. NumberOfNotificationsFailed
o Failed notifications (mostly HTTP/S issues).
5. NumberOfNotificationsFilteredOut
o Filtered by message attribute policies (NOT an error).
6. NumberOfNotificationsFilteredOut-NoMessageAttributes
o Message had no attributes but subscription required attributes.
7. NumberOfNotificationsFilteredOut-InvalidAttributes

o Attribute mismatch or invalid type.
Protocol-Specific Metrics

For Lambda

e NumberofNotificationsbDelivered
e NumberofNotificationsFailed

e Lambda-specific metrics like throttles/invocation errors

For SQS

e SNS — SQS delivery is extremely reliable, so you'll see:

O NumberofNotificationsbDelivered

o Almost zero failures unless KMS/policy is broken

For HTTP/S

e Most failures and retries show up here
o DeliveryAttempts
o NumberofNotificationsFailed

O NumberofNotificationsbelivered

CloudWatch is essential for identifying subscriber issues.
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3 — SNS Delivery Logs (Especially for HTTP/S Subscribers)

SNS can produce detailed delivery logs when enabled.
These logs contain:

e Endpoint response codes

e Latency measurements

e Failure reasons (timeout, 5xx, TLS issues, DNS failures, etc.)

e Retry attempts

e Event timestamps

e Delivery success/failure markers
Delivery logs are especially important for:

e HTTP/S webhooks

e Partner integrations

e Third-party Saas receivers

e Low-reliability endpoints

Delivery logs reveal subscriber problems that metrics alone won't show.

4 — CloudTrail: Auditing Every SNS API Call

CloudTrail captures all SNS control-plane activity, including:

Publishing Events

e publish

e publishBatch (for FIFO)

Topic and Subscription Management

e CreateTopic

DeleteTopic

Subscribe

ConfirmSubscription

Unsubscribe

Security & Access Control

e AccessDenied logs
e KMS authorization failures

e Topic policy changes
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Cross-Account Operations

e (Cross-account Publish
e (Cross-account Subscribe

e Failed or successful permission evaluations

KMS Encryption Events

e SNScalling kms:Encrypt and kms:Decrypt

e KMS denied events (common in misconfigured setups)
CloudTrail is essential for:

e Security investigations
e Compliance audits
e Debugging permission issues

e Change tracking

5 — Per-Subscription Delivery Status Logging (Fine-Grained
Monitoring)

SNS allows each subscription to enable detailed logging, including:

e Delivery success logs

Delivery failure logs

Retry logs

Raw HTTP/S responses

Protocol-level diagnostic information
These logs go to:

e (CloudWatch Logs

e S3(via Firehose or Log Subscription Filter)
Use cases:

e Debugging failing email/SMS/webhook endpoints
e Monitoring partner system SLAS
e Observing retry storms

e |dentifying throttling patterns

These per-subscription logs are crucial in complex fan-out architectures.

6 — X-Ray Tracing for SNS

SNS integrates with AWS X-Ray when active tracing is enabled (topic attribute).
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What X-Ray tracks:

e Publish request execution

e |nternal processing in SNS

e Fan-out scheduling timeline

e Delivery attempts (only for Lambda)
e Encryption KMS calls

e Latency hotspots

Limitations:

e X-Ray does not trace all protocol deliveries
e Best visibility occurs for:

o Notifications to Lambda

o SNS ->Lambda chains

o SNSin larger distributed microservice graphs

X-Ray is invaluable for performance tuning in orchestrated systems.

7 — Monitoring SNS-Lambda Pipelines

SNS—Lambda is a very common architecture. Monitoring requires:

SNS Metrics

e Delivery success
e Delivery failures
e Filtering metrics

e Publish throughput

Lambda Metrics

e |nvocation count

e FErrors

Throttles

e Duration

DLQ events

CloudTrail

e SNS invoking Lambda
e Permission issues

e KMS failures
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Together, these give full visibility into the entire event pipeline.

8 — Monitoring SNS—SQS Pipelines
SNS—SQS is extremely reliable but still requires:

SNS Metrics

e NumberofNotificationsbelivered

e NumberofNotificationsFailed (rare)

SQS Metrics

e ApproximateNumberOfMessagesVisible (queue depth)

e ApproximateAgeOfOldestMessage

Receive/Delete errors

DLQ redrives

Queue Policy Monitoring

CloudTrail often reveals misconfigured queue policies that block SNS.
Monitoring ensures:
e downstream consumer scaling

e no backlog growth

e no misconfigured encryption

9 — Monitoring HTTP/S Subscribers (Most Failure-Prone)

HTTP/S endpoints are the most operationally unstable.

Watch:

e NumberofNotificationsFailed
e DeliveryAttempts
e Latency spikes
e 4xx/5xx patterns
e DLQ usage
e Retry storms
Monitoring helps detect:
e partner APl downtime
e network misrouting

e TLS negotiation failures
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e DNS failures

e rate limit collisions

10 — Monitoring SMS, Email, and Mobile Push

These best-effort channels have metrics like:

e sSuccessfulSMSRate

e DeliveryFailures

e MobilePushDeliveryErrors

e Spending limits (for SMS)

e Bounce notifications (for Email)
These help ensure:

e correct quota usage

e avoiding unnecessary costs

e no silent delivery failures

11 — Subscriber Health Monitoring via Dead-Letter Queues

A DLQ acts as a reliability-monitoring device:

You should monitor:

e DLQ message count

e DLQ age

e DLQ growth trends

e Repeated appearance of similar message types

DLQ activity often indicates:

e subscriber outage

e subscriber misconfiguration

slow or failing HTTP endpoints

internal throttling in Lambda

e incorrect message formats

DLQ patterns often tell you more than normal SNS metrics.

12 — Exception Monitoring and KMS Failures

KMS-related errors are common in encrypted SNS topics.
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Monitor:

e KMSAccessDenied (CloudTrail)
e AccessDenied on Publish/Subscribe
e TInvalidKeyUsage

e kms:Decrypt failuresin cross-account fan-out
Misconfigured CMKs will cause silent or partial delivery failures.

CloudTrail and SNS delivery logs expose these issues.

13 — Multi-Region and Cross-Account Monitoring Patterns

Multi-account SNS requires monitoring:
e Topic policy changes
e Queue policy changes
e (Cross-account publish attempts
e KMS failures from foreign accounts
e SLAs of remote subscribers
e DLQs in each subscriber account

e CloudWatch alarms per account/region

e AWS Organizations + CloudTrail Organization Trail
e Cross-account CloudWatch dashboards

e (Central monitoring account architecture

This architecture gives enterprise-wide visibility.

14 — Alarms and Dashboards: Operational Best Practices

Recommended alarms:

e SNS: NumberofNotificationsFailed >0

e SNS: NumberofNotificationsFilteredout-NoMessageAttributes unexpectedly high
e HTTP: DeliveryAttempts growing

e Lambda: Throttles >0

e SQS: backlog growing (queue depth alarm)

e KMS: AccessDenied events

e DLQ: ApproximateNumberofMessagesvisible >0

e SMS spend alerts
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Recommended dashboards:
e Topic publish rate
e Delivery success/failure per protocol
e DLQ activity
e SQS queue depth (for SNS—SQS pipelines)
e Lambda invocation health
e HTTP latency charts

e KMS failure trends

15 — End-to-End Monitoring Architecture Diagram

e T + Ao +
| Delivery Logs | | X-Ray Tracing |
e e T + Ammm—mmm o +
| I
v v
e e L e +
Central Monitoring / Dashboards

| |
| - Alarms

| - Subscriber Health |
| - DLQ Monitoring |
| - Cross-Account Observability |

SNS provides one of the richest monitoring ecosystems among messaging services.

16. SNS Integrations: SQS, Lambda, HTTP/S,

Kinesis, Firehose, EventBridge, and
Application Integrations

1 — Why SNS Integrations Matter in Distributed Systems

SNS is one of AWS's most powerful integration hubs.

Its entire purpose is to fan-out events from publishers to any number of subscriber endpoints.
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Because different systems require different delivery guarantees, formats, and reliability levels, SNS provides
multiple integration channels, each with unique semantics.

SNS acts as:

e A messaging router

e An event distribution backbone

e Areal-time notification system

e Across-account and cross-service bridge

e A multi-protocol delivery engine

This makes SNS the core integration service in many AWS architectures.

2 — SNS — SQS: The Most Reliable and Most Important
Integration

SNS and SQS together form the canonical event-driven backbone of AWS.

Why SNS—SQS is the most important integration:

e SNS provides fan-out

SQS provides durable storage

SQS consumers process asynchronously

Automatically handles retries, latency, backpressure

Ideal for microservices, serverless processing, decoupling

Properties

e Nearly infinite scale

e No delivery throttling issues

e At-least-once or exactly-once (FIFO to FIFO)
e Best reliability

e Best practice for production architectures

Patterns

1. Multiple microservices consuming the same event
2. Fan-out and queue-per-microservice
3. Cross-account event buses

4. Replay capability with SQS retention
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Flow

PubTisher -» SNS - SQS queues - Consumers

SNS—SQS is the foundation of modern decoupled architectures.

3 — SNS — Lambda: Compute-Focused, Real-Time Event
Triggering

SNS can invoke Lambda functions directly.

Strengths

e Near real-time invocation

Automatic scaling

Built-in retries (handled by Lambda async engine)

Excellent for compute-intensive pipelines

No polling needed

Limitations

e Not suitable for extremely high fan-out
e Cannot preserve ordering reliably (FIFO breaks)

e Throttling propagates delays

Use cases

Quick transformations

Real-time analytics

Lightweight microservice triggers

Event-driven workflows

Flow

SNS - Lambda - Compute Logic

Ideal when you need immediate processing, not queue buffering.

4 — SNS — HTTP/S: Webhook-Based Integrations

SNS supports delivering events to HTTP/S endpoints (APIs, webhooks, partner systems).
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Capabilities

e SNS signs messages cryptographically

e Supports retries and exponential backoff

e Optional DLQ

e Subscription confirmation prevents spoofing

e Popular for SaaS and external system integration

Challenges

e Leastreliable (network issues, downtime, rate limits)
e Requires receiving system to scale correctly
e Must validate signatures

e Must configure DLQs

Use cases

e Third-party integrations
e Internal webhooks

e |ow-latency, cross-system notifications

Flow

SNS - HTTP/S Endpoint - API Logic

Must be used with care due to real-world network unreliability.

5 — SNS — Firehose: Analytics and Big Data Pipelines

Firehose delivers data to:
e S3
e Redshift
e OpenSearch
e Splunk

e Custom destinations

SNS—Firehose enables massive-scale fan-out into analytics systems.
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Characteristics

e Firehose buffers and batches

High throughput

Near-real-time analytics

Eventually consistent

Great for system telemetry

Use cases

e Event archiving

Security logging

Application analytics

ETL pipelines

Machine learning preprocessing

Flow

SNS - Firehose - S3/Redshift/OpenSearch

Perfect for blending real-time SNS events with big data storage and processing.

6 — SNS — Kinesis (Indirect Integrations)

SNS does not deliver directly to Kinesis, but you can integrate via Lambda or Firehose.

Patterns

1. SNS — Lambda — Kinesis
2. SNS — Firehose — S3 — Kinesis Data Streams Consumers

3. SNS — EventBridge — Kinesis

Use cases

e Real-time streaming analytics
e Time-series processing

e High-frequency telemetry ingestion

SNS is typically the fan-out layer, Kinesis is a buffered streaming pipeline.

7 — SNS — EventBridge: Event Routing + Complex Rules

SNS integrates with EventBridge in both directions.
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Pattern 1: SNS — EventBridge

SNS publishes events into EventBridge for:

e Advanced filtering
e Custom routing

e Schema validation
e Eventarchival

e Multi-region event buses

Pattern 2: EventBridge — SNS

EventBridge emits to SNS to:

e Notify systems of rule matches
e Fan-out filtered events

e Send alerts to subscribers

Use cases

e Broad distribution (SNS) + smart routing (EB)
e Multi-account event mesh

e Federated event buses

This combination is extremely powerful in enterprise architectures.

8 — SNS — Email, SMS, Mobile Push: Human Notification
Channels

SNS integrates natively with:
e Email
e SMS
e Mobile push (APNs, Firebase, Baidu, ADM, MPNS)

Strengths

e |Immediate human notifications
e Multi-device support
e Global coverage

e Integrated with SNS platform applications
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Weaknesses

e No hard guarantees
e Carrier-level filtering
e Rate limits and fees

e Not suited for machine-to-machine communication

Use cases

e Operations alerts

e Incident notifications
e Customer messaging
e OTP flows

e Marketing notifications (but SES is better)

SNS is the fastest human notification service in the AWS ecosystem.

9 — SNS — Application Integrations (Microservices)

SNS is highly effective for microservice communication patterns.

Patterns

1. Fan-out to multiple microservices
o One event triggers many services.
2. Domain-driven architecture
o Topic-per-domain (Orders, Payments, Inventory).
3. Cross-account microservices
o Teams own isolated accounts.
4. Topic-per-tenant (SaaS)

o Strong isolation between tenants.

Strengths

e Extremely decoupled
e Scalable
e Flexible routing

e Easy to evolve domains without breaking other services

SNS is the backbone of domain-driven event architectures.
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10 — SNS — loT / Devices / Edge Integrations

With 10T Core and mobile integrations, SNS can deliver:

e Push notifications
e |oT telemetry triggers

e Alerts for sensor thresholds

Patterns

1. 10T Rule — SNS
2. SNS — Mobile Push

3. SNS — SQS (edge processing pipelines)

SNS ties loT systems to backend microservices.

11 — SNS — SaaS Integrations (Multi-Tenant Delivery)

Saas platforms use SNS for:

e Delivering tenant-specific events
e (Cross-account delivery to customer-owned SQS queues
e Ensuring isolation

e Providing event streaming as a product feature

Flow

SaaS App - SNS - Tenant SQS Queues

This creates a secure, isolated, scalable event distribution system.

12 — Integration Reliability and Throughput
Considerations

Integration Reliability Latency Ordering Best For

SQS Highest Low FIFO available Microservices, pipelines
Lambda High Very Low No Compute workflows
HTTP/S Medium Variable No Webhooks, partners
Firehose High Medium No Analytics

Email/SMS Low Medium No Human notifications
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Integration Reliability Latency Ordering Best For

EventBridge High Medium No Complex routing, SaaS

Each integration has its sweet spot based on reliability needs.

13 — End-to-End Integration Architecture Diagram

SNS Topic
I
I I I I I
% Y % % v
SQS Lambda HTTP/S Firehose MobiTle/sSMS/Email
(queues) (compute) (webhooks) (analytics) (human channels)

SNS acts as the universal integration hub between applications, microservices, human channels, and
analytics systems.

17. SNS Message Filtering: Attribute-Based
Routing, Policy Evaluation, and Multi-
Subscriber Segmentation

1 — Why Message Filtering Exists and Why It Solves a
Critical Scalability Problem

Before SNS added filtering, every subscriber to a topic received every message, forcing subscribers to:
e Parse
® |nspect
e Reject
e Discard
...all events they did not need.
This caused:
e Unnecessary delivery overhead
e Wasted Lambda invocations
e Bloated SQS queues

e Higher costs

e Slow downstream pipelines
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e Complex service logic

SNS filtering solves these problems by moving filtering into SNS itself, allowing SNS to send each subscriber
only the messages it cares about.

This is one of SNS’s most powerful design features.

2 — How SNS Filtering Works Internally (Core Mechanism)

Filtering is based on message attributes, NOT on message body.
The publisher attaches:

e Key-value attributes to each message
e Data types (String, Number, Binary)

e Optional nested attributes (string.array)
Each subscription defines a filter policy.

SNS evaluates the policy during fan-out and determines:

Does this subscriber need this message?

If yes, SNS creates a delivery task.
If no, SNS drops the message for that subscriber.

Filtering occurs before any delivery workers run, reducing load dramatically.

3 — Message Attributes: The Foundation of Filtering

Attributes must be explicitly added when publishing.

Example attributes:

eventType = "OrderCreated"
tenantId = "Tenantl23"
priority = "High"

amount = 500

SNS uses these to match against subscriber-defined filter policies.

Supported types:

e String
e Number
e Binary

e String.Array
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Filtering does not look at the message body, only attributes.

4 — Filter Policy Structure (Deep Explanation)

Afilter policy is a JSON document defining criteria for delivery.

Example:

{

"eventType": ["OrderCreated", "OrdercCancelled"],

"priority": ["High"],
"amount": [{ "numeric": [">=", 500] }]

This means:

Only events with eventType = OrderCreated or OrderCancelled
AND priority = High
AND amount >= 500

Advanced policies include:

Prefix match
Anything-but
Exists/doesn't exist
Numeric comparison

Attribute absence rules

5 — Logical Evaluation Model (Very Important)

Filtering uses:

AND across attributes

Each attribute condition must match.

OR within attribute arrays

Any value in the list can satisfy the match.

NOT via anything-but

Negation capability.
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Message-attribute absence rules

Ability to match if attribute is missing.

SNS filtering is powerful enough to replicate many routing functionalities of EventBridge.

6 — Filtering Reduces Fan-Out Load and Increases
Scalability

Without filtering:

e SNS creates delivery tasks for every subscriber.
e Downstream systems are overloaded.

e Lambda is invoked unnecessarily.
With filtering:
e SNS drops unwanted messages early.

e Only essential subscribers receive events.

e Subscribers become lighter, faster, cheaper.

Filtering is the number one optimization for SNS-driven architectures.

7 — Complex Filtering Examples (Real-World)

Example 1 — Event Type Segmentation

{
"eventType": ["AccountCreated", "AccountClosed"]

3

Example 2 — Tenant-Specific Filtering (SaaS)

{
"tenantid": ["TenantA"]

}

Example 3 — Multi-Criteria Filtering

{

"eventType": ["OrderCreated"],
"priority": ["High"],
"region": ["EU", "APAC"]

}
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Example 4 — Anything-but Filtering

{
"severity": [{ "anything-but": ["Info"] }]
}

Example 5 — Numeric Ranges

{
"amount": [{ "numeric": [">", 1000] }]

}

Example 6 — Exists Operator

{

"promoCode": [{ "exists": true }]

}

8 — Advanced Filtering Patterns

Pattern 1 — Multi-Tenant SaaS Topic

Each tenant has its own SQS with filter policy:

{ "tenantid": ["Tenant42"] }

SNS becomes a multi-tenant event router.

Pattern 2 — Event-Type-Based Microservices

OrderService:

{"eventType": ["OrderCreated", "OrderuUpdated"]}

BillingService:

{"eventType": ["InvoiceGenerated"]}

ShippingService:
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{"eventType": ["OrdersShipped"]}

Pattern 3 — Severity-Based Filtering (Alerts)

Ops team:

{"severity": ["Critical", "High"]}

Analytics team:

{"severity": ["Info"]}

Pattern 4 — Priority Routing

High priority:

{"priority": ["High"]1}

Low priority:

{"priority": ["Low"]}

9 — Filtering AND Fan-Out: How SNS Evaluates at Scale

SNS evaluates filters in memory, not by scanning subscribers.
Process:

1. Publish message

2. SNS persists the message

3. SNS retrieves subscriber filter policies

4. SNS runs in-memory evaluation
5. SNS creates delivery tasks only for matching subscribers

6. Delivery workers process tasks in parallel

This allows SNS to scale to thousands of subscribers without performance loss.

10 — Filtering Is Optional: Behavior When Subscribers
Have No Filter Policy

If a subscription has:
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No filter policy

e Subscriber receives all messages
Empty filter policy ({})
e Subscriber receives all messages

Filter policy (some attributes present)

e Only matching messages are delivered

No filter = all messages.

11 — Error Scenarios: Common Filtering Mistakes and Their
Impacts
1. Missing Message Attributes

If publisher forgets attributes:

e Subscribers with attribute-based filters receive nothing

e NumberofNotificationsFilteredout-NoMessageAttributes increases

2. Attribute type mismatch

SNS enforces strict types:

e String vs Number mismatch

e Array incorrectly formatted

3. Incorrect policy JSON

Common errors:

e Using OR across attributes (SNS does AND across attributes)

e Using nested operators incorrectly

4. Message body filtering misconception

SNS does NOT filter based on message body content.

Filtering must always use attributes.

12 — Monitoring Filtering with CloudWatch

Key metrics:

e NumberOfNotificationsFilteredOut

¢ NumberOfNotificationsFilteredOut-NoMessageAttributes
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e NumberOfNotificationsFilteredOut-InvalidAttributes

e NumberOfNotificationsDelivered
These metrics reveal:

e Misconfigured filtering
e Missing attributes
e Publisher bugs

e Subscription policy mistakes

Filtering issues are among the most common SNS misconfigurations.

13 — Performance and Cost Benefits of Filtering

Performance:

e Fewer delivery tasks
e Lessload on Lambda/SQS
e Better throughput

e Faster processing pipelines

Cost:

e Fewer Lambda invocations

Lower SQS traffic

Lower downstream compute costs

e Lower network overhead

Filtering saves significant money at scale.

14 — End-to-End Filtering Architecture Diagram

Publisher
|

PubTlishes Message + Attributes

v
SNS Topic (Multi-AZz)

fmmmmmmmmmm o +
/ | \
Sub A Sub B (match) Sub C
(no match) receives (no match)

message
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SNS acts as a smart event router by applying filtering before delivery.

18. SNS Security Best Practices, Governance
Controls, and Enterprise-Grade Hardening

1 — Why SNS Requires Strong Security and Governance
Controls

SNS is a push-based, multi-protocol distribution system.
Because it can send messages to:

e External webhooks

e SQS queues in other accounts

e |ambda functions

e Email/SMS/mobile devices

e (ross-account enterprise systems
...SNS becomes a potential attack surface if not properly secured.
A misconfigured SNS topic can lead to:

e Unauthorized message injection

e Data exfiltration

e (ross-account privilege escalation

e Spam or phishing via SMS/Email

e Subscriber endpoint compromise

e Broken multi-tenant isolation in SaaS systems

Thus SNS security is a multi-layered system requiring strict IAM, policy controls, encryption, network
restrictions, and endpoint validation.

2 — Core SNS Security Layers (The Foundation)

SNS security follows a five-layer model:

1. 1AM identity-based policies

2. SNS topic resource policies

3. Subscription confirmation

4. Endpoint access control (SQS, Lambda, HTTP)

5. KMS encryption
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6. Network controls (VPC endpoints)
7. Audit logs (CloudTrail)

These layers work together to form a comprehensive defense-in-depth model.

3 — Identity-Based Access Control (IAM Policies): Who Can
Do What

|AM policies specify:
e Who can create topics
e Who can subscribe
e Who can publish
e Who can modify topic attributes
e Who can delete subscriptions

e Who can update permissions

Example least-privilege IAM policy (publisher only):

{
"Effect": "Allow",

"Action": ["sns:Publish"],
"Resource": "arn:aws:sns:us-east-1:123456789012:0rdersTopic"

Best practices:

e Use IAM roles for applications (NEVER IAM users).
e Limit actions to exact topic ARNSs.
e Avoid using in Resource or Action.

e Rotate behavioral roles and credentials.

IAM is your first-line gatekeeper.

4 — SNS Topic Policies: Defining Access at the Resource
Level

SNS topic policies decide:

e Which AWS accounts can publish
e Which services can publish

e Which principals can subscribe

e (Cross-account permissions

e Partner integration permissions
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A typical secure topic policy:

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::222222222222:role/PaymentProcessor"

e

"Action": ["sns:Publish"],

"Resource": "arn:aws:sns:us-east-1:111111111111:PaymentsTopic"
}

Best practices:

e NEVERset "Principal": "="

e Always specify account/role ARNs

e Use aws:SourceArn/aws:SourceAccount conditions
This prevents:

e Cross-account message injection
e Unauthorized subscription requests

e Malware/attacker endpoints from subscribing

Topic policies are the most important security control in SNS.

5 — Subscription Confirmation: Preventing Subscription
Spoofing

SNS requires explicit confirmation for most subscription types.

Flow:

1. User sends Subscribe
2. SNS sends confirmation token to endpoint
3. Endpoint must ConfirmSubscription

This prevents:

e Attackers subscribing someone else’s endpoint
e Accidental or unauthorized subscriptions
e Man-in-the-middle subscription hijacking
Best practice:
e Keep subscription confirmation logs in CloudTrail

e Monitor “PendingConfirmation” subscriptions
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6 — Endpoint Access Control: SQS, Lambda, and HTTP
Policies

Every subscriber must explicitly allow SNS to deliver messages.

SQS Queue Policy Example

{
"Effect": "Allow",
"Principal": "*",
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:us-east-1:222222222222:BillingQueue",

"Condition": {
"Arnequals": {
"aws:SourceArn": "arn:aws:sns:us-east-1:111111111111:CentralEvents"

Lambda Permissions

Lambda must allow SNS to invoke it:

Tambda:InvokeFunction

HTTP/S Endpoints

Must verify SNS signatures.
Without endpoint policies and verification, attackers could:

e Inject fake notifications
e Hijack event flows

e Exploit cross-account delivery paths

7 — Encryption Controls (KMS) and Why They Matter

SNS supports KMS-based encryption at rest.

Benefits:

e Protects message body and attributes
e Satisfies compliance requirements (HIPAA, PCl, FedRAMP, GDPR)

e Prevents unintended access inside AWS accounts
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Best practices:

e Use customer-managed CMKs

e Limit key policies to SNS + specific IAM roles
e Enable key rotation

e Monitor KMSAccessDenied CloudTrail events

e Use multi-region keys for global architectures

KMS misconfiguration is a top cause of cross-account delivery failures.

8 — Network-Level Security: VPC Interface Endpoints
(PrivateLink)

For private environments:

e Use SNS Interface VPC Endpoints

e Restrict access using endpoint policies

e Disallow publishing from the public internet
This prevents:

e Data going over the internet

e External spoofing attempts

e Exposure to man-in-the-middle attacks

PrivateLink is essential for regulated workloads.

9 — HTTP/S Signature Verification: Authenticating SNS
Messages

HTTP/S subscribers must verify:

® SigningCertURL

® Signature

® Signatureversion

® Message

e Timestamp
SNS signs messages using asymmetric cryptography.
Failure to verify signatures exposes you to:

e Fake notifications
e Replay attacks

e Endpoint poisoning
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Signature verification is mandatory for webhook security.

10 — Cross-Account Security Best Practices

Cross-account fan-out is powerful but dangerous if misconfigured.

Best practices:

e Restrict publish permissions by exact role ARN

e Restrict subscribe permissions by exact account

e Use aws:SourceArn and aws:SourceAccount conditions
e Validate permissions with IAM Access Analyzer

e Use separate KMS keys per account when appropriate

e Never allow broad wildcard principals

Cross-account SNS is safe only with strict policies.

11 — Tenant Isolation for SaaS Systems

For multi-tenant architectures:

e Use topic-per-tenant OR

e Use SQS-per-tenant with SNS filtering
Critical safeguards:

e Use tenantld attributes

e Use tenant-scoped KMS keys

e Use restrictive topic policies

e Avoid event leakage between tenants

e Use customer-managed SQS queue policies

e Use CloudTrail to detect unauthorized message flows

SNS is widely used in Saa$S products, but must be configured with precision.

12 — Monitoring and Auditing for Security Compliance

Monitor with:

e CloudTrail

CloudWatch Metrics

Access Analyzer

SNS Delivery Logs

EventBridge for security rule triggers


af://n5160
af://n5162
af://n5178
af://n5201
af://n5202

e GuardDuty for suspicious activity

Look for:

e Failed publish attempts

e Unauthorized subscription attempts
e KMS access denied errors

e Unusual cross-account activity

e Subscriptions created without confirmation

Security monitoring is not optional in SNS.

13 — Hardening SNS: Practical Best Practices
(Comprehensive)

1. Lock down topic policies

No wildcards.

2. Enforce least-privilege IAM
Only allow specific SNS actions.

3. Use KMS encryption

Required for sensitive workloads.

4. Use VPC Endpoints

Prevent internet exposure.

5. Validate HTTP/S signatures

Mandatory for webhooks.

6. Use DLQs

Don't lose messages on subscriber failures.

7. Enforce strict filtering

Prevent unauthorized subscriber visibility into events.

8. Audit CloudTrail

Track subscription and policy changes.
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9. Separate topics per domain/tenant

Avoid using a single mega-topic for everything.

10. Monitor with alarms

Alert on:

e Failed deliveries
e Unauthorized access
e Missing attributes

e Spiking filtered-out messages

These form the backbone of SNS governance.
14 — Enterprise Security Architecture Overview

SNS Topic
- IAM

| |
| |
| - Topic Policy |
| - KMS Encryption |
| |

- PrivateLink

e e T fom +
|
I I I
SQS Queue Lambda Function HTTPS Endpoint
(Policy Required) (Invoke Permission) (Ssignature validation)
I I I
e Secure, Verified, Multi-Layer ------ +

SNS security is multi-layered and deeply integrated with IAM, KMS, and endpoint controls.

19. Consolidated Deep-Dive Summary of
Amazon SNS (Unified, Cross-Topic, End-to-End
Master Narrative)
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1 — Introduction: The Role of SNS in Modern Distributed
Systems

Amazon SNS functions as the central nervous system of event-driven AWS architectures. It is a high-
throughput, multi-protocol, cross-account, and multi-tenant capable event distribution fabric. It connects
publishers to any number of subscribers, across compute, storage, messaging, analytics, SaaS platforms,
mobile endpoints, and human notification channels. SNS is not simply a messaging tool—it is a regional event
router, a fan-out engine, a security-controlled broadcast system, and a massively scalable integration
backbone.

SNS's fundamental value lies in transforming a single event into many independent delivery flows, allowing
microservices, enterprise systems, and external consumers to evolve independently, with full decoupling and
fault isolation.

2 — Multi-AZ Reliability, Durability, and Delivery
Guarantees

SNS is designed as a multi-AZ distributed service, with ingestion workers, routing logic, durable multi-AZ
replication, and protocol-specific delivery engines running across isolated availability zones. Every message is
durably stored before SNS acknowledges the publish operation, ensuring that once a publisher receives
success, the message cannot be lost.

For Standard topics, SNS guarantees at-least-once delivery with best-effort ordering; for FIFO topics paired
with FIFO SQS, SNS guarantees strict ordering and exactly-once semantics within each message group. SNS
implements retry engines, protocol-specific fallback behavior, exponential backoff for HTTP, Lambda async
handoff, and DLQs for persistent failures—ensuring end-to-end reliability across heterogeneous subscribers.

3 — Core Architecture: Ingestion, Message Store, Fan-Out,
and Protocol Workers

SNS separates its architecture into four horizontally scalable layers:
1. Ingestion & API Layer — front-end nodes authenticate (SigV4), authorize (IAM + policies), validate
request formats, and hand messages to the internal message pipeline.

2. Durable Message Store — multi-AZ synchronous replication stores message body, attributes, FIFO
metadata, and encryption context.

3. Fan-Out Scheduler — retrieves subscriber metadata and filter policies; evaluates routing decisions in
memory; creates delivery jobs only for matching subscribers.

4. Protocol Delivery Workers — distinct fleets for SQS, Lambda, HTTP/S, Firehose, Email/SMS/Mobile

push, each with its own retry patterns, error handling, and throttling behavior.

This separation allows SNS to scale ingestion independently from delivery, protect subscribers from overload,
and maintain consistent reliability across all protocols.
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4 — Topics, Subscriptions, and Multi-Protocol Delivery

SNS supports multiple protocol types, each serving different architectural needs:

e SQS — the most reliable and most scalable integration; asynchronous fan-out backbone.

e Lambda — real-time compute execution; ideal for transformations, workflows, and microservice
triggers.

e HTTP/S — webhook integration for internal and external APIs; requires signature validation; most
failure-prone.

e Firehose — scalable pathway to S3/Redshift/OpenSearch analytics.
e Email/SMS/Mobile push — human-facing notification delivery; best-effort reliability.

e EventBridge — bi-directional integration enabling rule-based event routing and multi-account buses.

SNS's greatest strength is its ability to deliver a single message to hundreds or thousands of endpoints
simultaneously, each with independent reliability and throughput characteristics.

5 — Message Model: Bodies, Attributes, Metadata, and
FIFO Semantics

SNS messages consist of:

e Message Body — raw payload, any format.
e Message Attributes — key-value pairs enabling filtering, routing, and multi-tenant isolation.
e System Metadata — timestamps, identifiers.

e FIFO Metadata — message group IDs, deduplication IDs (for FIFO topics).

FIFO topics preserve strict ordering at the message-group partition level. Each group is processed
sequentially but groups run in parallel. Deduplication prevents duplicate delivery in FIFO—FIFO-SQS pipelines,
enabling financial-grade consistency and deterministic event processing.

6 — SNS Filtering: Attribute-Based Intelligent Event
Routing

Filtering is one of the most powerful SNS capabilities. It allows SNS to decide which subscribers should receive
each message before delivery, greatly reducing system load.

Filtering supports:
e Exact-match conditions
e OR conditions within attributes
e AND conditions across attributes
e Numeric comparisons
e Anything-but negation

e Existence/non-existence checks
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e String array matching
This transforms SNS into a high-speed event router, enabling patterns like:

e SaaS tenant isolation (tenantld filters)

e Domain-specific fan-out (eventType filters)
e Severity/priority filtering

e Multi-region segmentation

e Microservice-level interest filtering

Filtering reduces Lambda invocations, SQS traffic, and overall system cost while dramatically improving
scalability.

7 — Scaling and Throughput Architecture: Massive
Parallelism and Protocol Isolation

SNS supports extremely high publish and fan-out throughput through:

e Horizontally partitioned ingestion workers

e Multi-AZ storage nodes

e Parallel fan-out pipelines

e Separate delivery-worker fleets for each protocol
e |azy, memory-based filter evaluation

e |ndependent scaling of subscribers

SNS isolates subscriber failures so that slow or failing HTTP endpoints do not affect SQS or Lambda
subscribers. FIFO topics achieve scale through multiple message groups, each processed independently.

SNS is capable of handling millions of messages per second regionally, making it one of AWS's highest-scale
messaging fabrics.

8 — Cross-Account Delivery, Event Meshes, and Multi-
Account Governance

SNS is frequently used as a cross-account event bus in Control Tower organizations, Saas platforms, or
enterprise federations.

Cross-account delivery requires:
e Topic policies (granting publish/subscribe)
e Endpoint policies (SQS/Lambda)
e KMS permissions for encrypted topics

e Subscription confirmation flows

SNS integrates accounts in hub-and-spoke models, multi-tenant SaaS architectures, and distributed event
mesh topologies. With filtering, each account receives only relevant events, enabling efficient enterprise-wide
event distribution.
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SNS does not provide cross-region native delivery; cross-region fan-out is achieved through
SNS—SQS—Lambda—SNS or SNS—EventBridge patterns.

9 — Security Architecture: 1AM, Topic Policies, Encryption,
PrivateLink, and Signature Validation

SNS uses an advanced multi-layer security framework:

e |AM Identity Policies — control which principals can issue SNS actions.

e Topic Policies — strictly control who can publish/subscribe.

e Endpoint Policies — SQS queue policies, Lambda invoke permissions, HTTPS signature validation.
e Subscription Confirmation — prevents spoofed subscriptions.

e KMS Encryption — encrypts messages at rest (message body + attributes + metadata) using customer-
managed CMKs.

e TLS Encryption — protects all in-transit communication.
e VPC Endpoints (PrivateLink) — restrict access to private networks.

e CloudTrail — audits every API action, publish, subscribe, policy change, and KMS call.

SNS security is extremely robust but must be configured precisely. Wildcard principals, missing queue policies,
or incorrect KMS permissions are the most common sources of failure.

10 — Retry Engine, Redelivery Strategies, and Failure
Isolation

SNS implements delivery-specific retry engines:
e SQS — atomic enqueue, no retries needed.
e Lambda — retries handled by Lambda’s async engine.
e HTTP/S — exponential backoff, multi-phase retry, optional DLQ.

e Mobile/SMS/Email — provider-specific retry behavior.

Retry storms are isolated per subscriber to prevent cross-subscriber interference. DLQs allow failed deliveries
to be captured for diagnostics and replay, improving operational resilience.

FIFO topics enforce sequence-locked retries: message N must succeed (or move to DLQ) before message N+1
is attempted within the same group.

11 — Monitoring: Metrics, Logging, Auditing, and Tracing
SNS exposes comprehensive observability:

e CloudWatch Metrics — publish rates, filtered messages, failures, delivery attempts.
e Delivery Logs — HTTP/S responses, TLS errors, retry histories.

e CloudTrail — full APl audit trail, including failed publishes and KMS failures.


af://n5384
af://n5405
af://n5419

e X-Ray Tracing — traces SNS publish and Lambda deliveries.

e DLQs — operational safety nets for subscriber failures.
These tools allow identification of:

e Subscriber outages

Filtering misconfigurations

Policy/KMS access-denied errors

Endpoint throttling

Latency anomalies

Retry storms

Monitoring is essential for maintaining reliability in large SNS deployments.

12 — Integration Ecosystem: Microservices, Analytics, loT,
Saas, and External Systems

SNS integrates deeply with:

e SQS — asynchronous buffered pipelines

Lambda — compute-triggered pipelines

e HTTP/S — external system integration

e Firehose — big data pipelines (S3/Redshift/OpenSearch)
e EventBridge — rule-based event routing

e SMS/Email/Mobile push — human notification channels
e |oT — device messaging

e Cross-account enterprise systems

SNS serves simultaneously as:

e Adeveloper integration tool

e A microservice communication hub
e A SaaS event distribution fabric

e Asecurity alerting system

e An analytics data feeder

e A human notification system

Its multi-protocol nature is why SNS remains one of the most powerful and flexible services in AWS.

13 — End-to-End Architectural Understanding (Unified
View)

Putting all components together, SNS provides:
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e Publish-time durability

e Regional multi-AZ fault tolerance

¢ Parallel fan-out to thousands of subscribers

¢ Filtering for selective routing

e FIFO ordering for deterministic workflows

e Encryption for confidentiality

e Strong IAM/topic policy controls for governance
e Retry engines for robustness

e DLQs for failure capture

e Monitoring and tracing for observability

SNS functions as a distributed event router that can scale, secure, and govern entire enterprise
architectures.

This consolidated understanding is the strategic foundation for designing secure, scalable, event-driven
systems on AWS.

20. SNS Misconceptions, Pitfalls, Architecture
Mistakes, and How to Avoid Them (The
Complete Master-Level Final Chapter)

1 — Why This Chapter Matters

SNS is extremely powerful—but also easy to misuse.
Most real-world failures in SNS-based systems are not caused by SNS itself, but by:

e |ncorrect assumptions

e Misconfigured permissions

e Wrong architecture choices

e Misunderstanding of delivery semantics
e Neglecting subscriber limitations

e Missing security boundaries

e Poor filtering design

e Misusing FIFO topics

e Unclear retry expectations

This chapter exposes every major trap, explains why it happens, and provides practical avoidance
strategies. This is the final layer of mastery for SNS architecture.
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2 — Misconception: “SNS Guarantees Message Delivery
Success”

Reality

SNS guarantees delivery attempts, not guaranteed success (except FIFO — FIFO SQS exact-once semantics).

Why It Fails

Subscribers may be:

e Offline

e Misconfigured

e Throttled

e Rejecting messages
e Encrypted incorrectly

e Failing signature validation

Avoidance Strategy

e Always attach DLQs to HTTP/S and Lambda subscribers.
e Monitor CloudWatch NumberofNotificationsFailed.

e Never treat SNS as a reliability endpoint—use SQS if you need guaranteed workflow continuity.

3 — Misconception: “SNS Works Like SQS”
Reality

SNS = broadcast event router.

SQS = durable queue for processing.

Pitfall

Developers assume SNS stores messages until consumed.
SNS does not wait for subscribers; it only retries per delivery policy.
Avoidance

e Use SNS—SQS for reliable processing.

e Never rely on SNS alone for business-critical workflows.
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4 — Pitfall: Misconfigured Topic Policies Allowing
Unauthorized Publish/Subscribe
What Happens

Atopic with "principal”: "*" allows anyone to publish messages — catastrophic.

Consequences

e Data injection
e Security risk
e Message poisoning

e SaaS tenant isolation breach

e Use strict topic policies with explicit ARNSs.
e Validate using IAM Access Analyzer.

e Require subscription confirmation.

5 — Pitfall: Incorrect SQS Queue Policies Blocking SNS
Delivery

The #1 operational issue with SNS—SQS architectures.
Example Failure
Queue policy is missing:

"aws:SourceArn": "arn:aws:sns:region:account:topic"

Result

SNS delivery silently fails; messages never reach SQS.

How to Avoid

e Always include SourceArn match.
e Validate with CloudTrail “AccessDenied” events.

e Use AWS policy generators for SQS.

6 — Pitfall: Misunderstanding FIFO Topic Limitations

Many developers assume FIFO topics support:
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Unlimited throughput

No ordering constraints

Complex fan-out behavior

Same scaling as Standard topics

Reality

FIFO topics enforce:

e Strict ordering per message group
e Serialization within each group

e Lower publish and fan-out throughput

Avoidance

e Use many message groups if you need high throughput.

e Only use FIFO when strict order matters.

7 — Misconception: “SNS Preserves Ordering Across All
Subscribers”

Reality

Ordering is preserved per message group only on FIFO topics and only if the subscriber is FIFO SQS.

Common Mistake
Assuming ordering for:

e Lambda
o HTTP/S
e Standard SQS

e Mobile/email endpoints

Avoidance

e Use FIFO topics with FIFO SQS.

e Do not use Lambda/HTTP for ordered workflows.

8 — Pitfall: Using HTTP Subscribers Without Signature
Verification

This exposes the endpoint to:

e Forged messages

e Replay attacks
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e Data tampering

e Notification spoofing

Avoidance

e Always verify SNS signatures.

e Reject any message with invalid signature or certificate.

9 — Pitfall: Ignoring Retry Behavior for HTTP/S Endpoints

HTTP is inherently unreliable. Without DLQs:

e Messages vanish after retry exhaustion
e Downstream systems become inconsistent

e Event trails break silently
Fix
e Always attach an SQS DLQ.

e |nspect delivery logs for repeated HTTP 429/500 responses.

10 — Misconception: “SNS Filtering Works on Message
Body”

Reality

SNS filters only on message attributes.

The body is not parsed, inspected, or indexed.

Impact

If attributes are missing, even matching events are dropped by filter policies.

Solution

e Always include structured attributes in the publish call.

e Monitor NumberofNotificationsFilteredout-NoMessageAttributes.

11 — Pitfall: Wrong KMS Permissions Causing Delivery
Failures

SNS requires:

e kms:Encrypt

e kms:Decrypt
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e kms:GenerateDataKey

If KMS key policy is missing any of these, SNS delivery can fail unpredictably.

Avoidance

e Use customer-managed CMKs with explicit SNS principal access.
e Validate cross-account permissions carefully.

e Watch for KMS “AccessDenied” in CloudTrail.

12 — Architecture Mistake: Using SNS Without SQS for
Heavy Workflows

Direct SNS—Lambda or SNS—HTTP causes:

e Throttling
e Unpredictable retries
e |ost notifications

e High subscriber load

Solution

Use SNS—SQS—Consumers for reliability, backpressure protection, and resilience.

13 — Poor Multi-Tenant Design: Single Topic Serving All
Tenants
This leads to:

e Data leakage
e OQOver-delivery
e High cost

e No isolation
Fix
For Saas:

e Use SQS-per-tenant OR

e Use filtering with strict tenantld attributes.

14 — Pitfall: Overusing a Single Mega Topic Instead of
Domain Topics

One huge topic with thousands of subscribers leads to:
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e Difficult security management
e Filtering chaos
e Hard-to-debug delivery paths

e No domain boundaries

Best Practice

Use topic-per-domain or service-per-domain models.

15 — Misconception: “SNS Has Global Coverage
Automatically”

Reality

SNS is strictly regional.
Developers incorrectly assume:

e Global topics
e Global delivery

e Cross-region fan-out

Solution

Use:

e SNS—SQS—Lambda—SNS (cross-region pipeline)
e SNS — EventBridge cross-region

e Replication architectures

16 — Pitfall: Invalid or Missing Subscription Confirmations

Endpoints stuck in pendingConfirmation cause:

e No delivery
e Silent failures

e Confusing debugging

Avoidance

e Ensure ConfirmSubscription is allowed.

e Log subscription confirmation events via CloudTrail.
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17 — Pitfall: Allowing Public HTTPS Endpoints Without
Protection

Public endpoints receiving SNS messages must enforce:

e Signature validation
e TLS enforcement
e |P allowlisting or authentication

e Rate limiting

Failure to implement these leads to APl abuse.

18 — Misuse of Email/SMS for Critical Machine-to-Machine
Workloads

Email/SMS are:

e Best-effort

Not reliable

Slow

Externally dependent

e Carrier-controlled

Do not use them for mission-critical systems.

19 — Pitfall: Neglecting Monitoring and Alarming

Unmonitored SNS systems can silently fail for days.

Avoidance

Create alarms for:

¢ NotificationsFailed
e FilteredOut spikes

e DLQ message count
e HTTP retry spikes

e KMS failures

e (Cross-account AccessDenied events

Monitoring is mandatory in any production SNS deployment.
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20 — The Master Rule: SNS Is a Fan-Out Router, Not a
Workflow Engine

The biggest conceptual mistake is assuming SNS is an orchestration or workflow system.
SNS is:

e A messaging router

e Abroadcast system

e Adelivery engine
Itis not:

o A workflow state machine
e A queue with retention
e Atransaction coordinator

e A guaranteed ordered pipeline (except FIFO—FIFO-SQS)

The Right Pattern

Use SNS for fan-out — SQS/Lambda/HTTP.

Use SQS + Step Functions for workflow orchestration.
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